NHCTPYKIUA

HoJIb30BaTeJida 110 paﬁoTe C NIEPCOHAJIBHBIMHU TaHHBIMHA

[. OBIIHME TTOJIOXKEHU A

1.1. Hacrosimas MaCcTpyKIMs onpenenseT ooume npasuia padbotsl corpyaaukoB PI'AOY
BO «MAY» ¢ nepcoHabHBIMHM JaHHBIMHU.

1.2. IlepconanbHble JaHHBIE B AJIEKTPOHHOM BHUE 0OpadaThiBaeTCa B HH(POPMAIIMOHHBIX
CUCTeMax MEepPCOHANbHBIX JaHHBIX. Takke yCTaHABIMBAETCS OCOOBIM MOPSIIOK 00pabOTKU U
XpaHEHHS NIEPCOHATBHBIX JAHHBIX, COJIEPKAIIUXCS HA OyMa)XXHBIX HOCUTEIISX.

1.3. ITonp3oBareneM sBisercs Kaxaplil coTpyaHuk @PI'AOY BO «MAVY», yyacTByromuit
B paMKax CBOMX (DYHKIIMOHAIBHBIX OOS3aHHOCTEH B IMpolieccaX Kak aBTOMAaTHU3HPOBAHHOU
00paboTKH, Tak U 00paboTKH 0e3 HCIONb30BAaHMS CPEJICTB aBTOMATHU3AIMHU TEPCOHAIBHBIX
JAaHHBIX, a TAK)KE MMEIOLIUHN JOCTYI K annapaTHbIM CPEACTBAaM, IPOrPaMMHOMY OOECIIEUEHHUIO,
HOCHUTEIISIM HH()OPMAITH U CPEACTBAM 3aIIUTHL.

1.4. Tlonmp3oBarens B cBoeil paboTe pPYKOBOACTBYeTCs Hacrosimed WHCTpykuue,
[IpaBuiamMu  00paOOTKM NEPCOHANBHBIX JAHHBIX, PYKOBOAAIIMMU ¥  HOPMATHUBHBIMU
nokymentamu @CTOK Poccun u @Ch Poceun u npyrumu jokymentamu @I'AOY BO «MAVY »,
perIaMeHTHPYIOIIUMU 00pabOTKyY MEPCOHATBHBIX JTAHHBIX.

1.5. Meroaudeckoe pykoBoACTBO 10 pabore I[lomp3oBarens  OCyIIECTBIISIET

OTBETCTBEHHEIN 3a OpraHu3anuro O6pa6OTKI/I MNEPCOHAJIbHBIX NAHHBIX.

II. TEPMUWHBI 1 ONTPEAEJIEHU A

2.1. IlepconanbHble AaHHbIE — J1t00as HH(GOPMALKs, OTHOCSILASACSA K IPSIMO MJIM KOCBEHHO
OIpeIelIEeHHOMY, WIH OTIpesieieMoMy (GU3NUYEeCKOMY JIUIY (CYObEKTY MepCOHATbHBIX JaHHbIX).

2.2. O6paboTKa MepCOHATBHBIX JAHHBIX — TF000€ IeHCTBUE (OTIepaliysi) Uil COBOKYITHOCTD
neiicTBuil (omepainuii), COBEpIIAEMbIX C MCIOJNb30BAaHHEM CPEACTB aBTOMAaTHU3allMM WK 0e3
UCIIOJIb30BAaHUSI TAaKUX CPEACTB C NEPCOHAIBHBIMM JIAaHHBIMU, BKJIIOYas CcOOp, 3aIlucCh,
cUCTeMaTH3alluIo, HAaKOIJICHHEe, XpaHeHHe, yTouHeHne (0OHOBJIEHHE, U3MEHEHHUE), N3BIICUEHHE,
UCITOJIb30BaHUE, TIepenady (pacrnpocTpaHeHHe, NpeAOoCTaBlIeHHE, IOCTYH), 00e3TMYuBaHUE,
0JI0KMpOBaHUE, yAIICHUE, YHUUTOXKEHNE MEPCOHATBHBIX JaHHBIX.

2.3. Apromaru3upoBaHHas 00paOoTKa MEpPCOHANbHBIX JAaHHBIX — 00paboTka
NEPCOHAIBHBIX JaHHBIX C TOMOUIBIO CPEJCTB BBIUYUCIUTEIBHON TEXHUKH.

2.4. PactipocTpaHeHHE NEPCOHAIBHBIX JaHHBIX — IEHCTBUS, HAIIPABJICHHbIE HA PACKPBITHE
MEPCOHAIBHBIX JaHHBIX HEONPEIEICHHOMY KpPYTY JIULI.

2.5. IlpenocraBienre NEPCOHAIBHBIX JAHHBIX — JEHCTBUS, HAIIPABICHHBIE HA PACKPBITHE



MEPCOHAITBHBIX JaHHBIX OMPEIEICHHOMY JIHILY WM ONPEEIEHHOMY KpYyTy JIUII.

2.6. Undopmammonnas cuctema nepcoHanbHbX maHHbIX (MCII[IH) — COBOKYIMHOCTBH
colepkanmmxcs B 0a3ax JaHHBIX MEPCOHATBHBIX JAHHBIX U OOECIICUMBAIONIUX HX 00pabOTKY
MH(OPMALIMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPEJICTB.

2.7. ABtomarm3upoBaHHOe pabouee wmecto (APM) — mnporpaMMHO-TEXHHYECKHI
KOMIUIEKC, IIOCPEACTBOM KOTOpOro I1osib30Baresb BBINOIHAET CBOM JOKHOCTHBIE 00SI3aHHOCTU
(mepcoHaNbHBIA KOMITBIOTEDP, HOYTOYK, TEpPMUHAT H T.I1.).

2.8. HecanknmonupoBanssiii noctyn (HCJ) — moctynm x mHpOpManuu, HapyIIarOIIui
MpaBWJia pa3rpaHUYCHUs JTOCTyMa C KCIOJb30BAaHUEM IITATHBIX CPENCTB, MPEIOCTABISIEMBIX
Cpe/ICTBaMU BBIYUCIUTEIbHON TEXHUKHU WJIM aBTOMATU3UPOBAHHBIMHU CHCTEMaMHU.

2.9. IlocTopoHHME IULA — JUL[A, KOTOPbIE HE UMEIOT IIpaBa CaMOCTOSITENILHOTO 10CTYIIa B
noMeleHue 1 (Win) He UMEIOT IpaBa camocTrosTensHoro nocrymna B UCIIJIH u (unu) HE uMeroT
JOITYCKa K MEPCOHAIBHBIM JIaHHBIM.

2.10. CpenctBo 3ammThl WHGOpPMANKUK OT HECaHKIMOHHpoBaHHOTO aocryma (C3U ot
HCJl) — mporpaMMHOe, TEXHUYECKOE WIIM IPOTPaMMHO-TEXHHUUECKOE CPEJICTBO, HAIIPABJIEHHOE HA
NPEeIOTBpAllleHHe WM CYIIECTBEHHOE 3aTPYAHEHHE HECAaHKIIMOHUPOBAHHOTO JOCTyMa K

uHpopmanuu.

[II. OBA3AHHOCTU I10JIb3OBATEJIA

3.1. He pasrnamaTh nepcoHajbHbIE JaHHBIE, KOTOpble OyIyT AOBEPEHBl WM CTaHyT
U3BECTHBI B X0Jie pabouero mpoiecca BO BpeMs BBIIOJHEHUS JOJDKHOCTHBIX (IOTOBOPHBIX)
00513aHHOCTEI.

3.2. He cooOmiath yCTHO MJIM MUCBMEHHO, HE NepeaBaTh B KAKOM-TMOO BHJIE TPETbUM
JMIIaM ¥ HE PacKpbIBaTh MyOJIMYHO MEPCOHANbHBIE JaHHbIE 0€3 COOTBETCTBYIOLIETO pa3peleHHs
pexkropa PT'AOY BO «MAVY».

3.3. 3HaTh U BBINOJIHATH TPEOOBAHUS 3aKOHOJATENbHBIX akTOB Poccuiickoit denepanuu,
HacTosAmel MHCTpyKIMM M IpYruX BHYTPEHHHX JOKYMEHTOB, PETJIAMEHTHPYIOLIUX MOPAI0K
00pabOTKM NEPCOHATBHBIX JAHHBIX.

3.4. Bomonusare Ha APM TonbKO Te mporenypsl 00pabOTKH MEPCOHAIBHBIX JaHHBIX,
KOTOPBIE ONPEIEIEHBI JOJPKHOCTHON HHCTPYKIIMEH.

3.5. 3Hathb U coOII01aTh YCTaHOBJIEHHBIE TPeOOBaHMSI 00PaOOTKN MEPCOHANIBHBIX JaHHBIX,
y4eTy, XpaHEHUI0 U TepechbUuIKe HOcuTelned HUHpopMaluu, OOECIeYeHNI0 Oe30MacHOCTH
NEPCOHAIBHBIX JaHHBIX.

3.6. Ucnonb30BaTh 1J11 XpaHEHUs IEPCOHANBHBIX JTAHHBIX TOJIBKO OIMPEIEICHHBIE MECTa

XPAaHCHUA 1 YITCHHBIC HOCUTECIIN IIEPCOHATIBHBIX JaHHBIX.



3.7. HezamennurenbHO, B KpaT4aimme Cpoku, coolmaTh pykoBonctsy ®I'AOY BO
«MAY» 00 yrpate unum HegocTade HOCHTENeH WH(OpPMAINU, YAOCTOBEPEHHUH, MPOITYCKOB,
KJII0Yel OT MOMEUICHUH, XpaHWJIHIL, ceiipoB M 0 Apyrux (axrax, KOTOPbIE MOTYT MPHUBECTH K
pasrilalleHHIo MepCOHANBHBIX JaHHBIX.

3.8. Ilpu mpekpamiennu padboT (TPYIOBBIX OTHOIIECHUI) BCE MaTepHabHBIE HOCUTEINH,
coJepiKalie IepcoHalbHbIe JaHHBIC ((IICHI-HAKOMHUTENN, AUCKEThl, ONTUYECKHE MIHMCKH,
JOKYMEHTBI, YepPHOBUKH, PAaCIeUaTKH HA MPUHTEPAX, KHHO- U (poTOMaTepHassl U 1p.), NepeaaTh
CBOEMY HEMOCPEJACTBEHHOMY PYKOBOIHUTEIIIO.

3.9. CobOmonath TpeOOBaHUS MAPOJILHON MOJUTUKH (pasaen 4).

3.10. CoGmoath TpeOOBaHMsI aHTUBUPYCHOM 3aIUTHI (paszen 6).

3.11. Ilonp3oBarenu, uMmeromue Bbixoa B MHTEpHET, 0053aHbI cOOMIOAATh MpaBuUia Npu
paboTe B ceTsAX CBS3U OOIIETO MOIb30BAHUS U (M) CETSIX MEXAYHAPOAHOTO HH(OPMALIMOHHOTO
obmena (pasaen 7).

3.12. Tlomp3oBarenu, paboTalmue C SJICKTPOHHOW IOANMKMCHIO WM WCIOI3YIOIINE
mmdpoBanue, o00s3aHbl  coOMomaTh MHCTPYKIHMIO 1O OOpameHHI0 CO  CPeICTBAMHU
KpunTorpaduueckoil 3amuTel UHGOpMALIUH.

3.13. Dkpan MOHUTOpa B IMOMEIICHUM pacroyiaraTb BO Bpems pabOThl TakK, YTOOBI
UCKJII0YaJIach BO3MOYKHOCTh HECAaHKLMOHMPOBAHHOI'O O3HAKOMJIEHHUS C OTOOpa)kaeMoil Ha HMX
uH(popMalel TOCTOPOHHUMH JIMIIAMHU, KAJII031 Ha OKOHHBIX MPOeMax JAO0JKHBI ObITh 3aKPBITHI.

3.14. O60 Bcex BBIABICHHBIX HapYyIIEHUSX, CBA3AHHBIX C TOPSAKOM 00paboTKU
NEPCOHANBHBIX JaHHBIX, a TAKKE JUI IOJIydeHUH KOHCYJIbTallMi MO BompocaM 0O0paboTKU
NEPCOHAIBHBIX JIAaHHBIX, HEOO0XOAMMO oOpamarbCsi K OTBETCTBEHHOMY 3a OpraHU3aluio
00pabOTKH MEPCOHATBHBIX JAHHBIX.

ITosb30BaTensAM 3anpeniaercs:

3.14.1. Hapymarps ycranosneHHole B ®I'AOY BO «MAVY» uncTpykuuu no pabore ¢
NePCOHATBHBIMH JJAHHBIMH.

3.14.2. Vicionb30BaTh KOMIIOHEHTHI MPOTPaMMHOTIO U anmnapaTtHoro obecrneuenuss ®I'AOY
BO «MAYVY» B HEcayKeOHBIX LIEX.

3.14.3. OcraBnsath cBoe paboyee MecTo 0€3 NPUCMOTpPa, NPEIBAPUTENBHO HE
3a0710KMpOBaB (IITATHBIMH CPEJICTBAMH OTEpallMOHHON cucteMbl Windows — KoMOWHaruen
knapum  [WIN]+[L] wumu [CTRL]+H[ALT]+[DEL] ¢ nanpHeWmuM HakaTHeM KHOIIKH
«brokMpoBKa» MOSBUBLIETOCS MEHIO, JHUOO TPU TOMOIIM INTAaTHBIX CPEACTB 3allUTHI
UH(pOpPMAIIMU OT HECAHKIIMOHMPOBAHHOTO NOCTYMA (MPH UX HAJIMYKH).

3.14.4. OcraBnate 0e3 mpucMoTpa WIM HEyOpaHHbIMU B XpaHuiauma (mkad, ceild)

HOCHUTCIIU UJIW JOKYMCHTBI, COACPKAIINEC IIEPCOHATIBHBIC TAHHBIC.



3.14.5. 3anuceiBaTh M XPaHUTh NEPCOHAIbHBIC JAHHBICE HAa HEYYTEHHBIX HOCHUTESX
uHpopMalnu (ONTUYECKUX JUCKAX, THOKMX MAarHUTHBIX JUCKAX, (pIemI-HaKOMUTENAX U T.I1.).

3.14.6. CaMOBOJIBHO U3MEHSTH COCTaB U KOH(PUTYpAILIHIO MCIIOJIB3YEMBIX MPOrPaMMHBIX,
anmapaTHbIX, IPOrpaMMHO-AIIIApPAaTHBIX CPEJICTB, CaMOBOJIBHO YCTaHABIUBATh IPOTrPAMMHOE
o0ecrieyeHue, OTKII0YaTh/IIOJKII0YaTh 000PYA0BaHUE WIM U3MEHTh PEKUMBI €r0 paboThI.

3.14.7. CamoBosnbHO mnoakiaoyarb APM wim gpyrue cpeactBa K - JIOKaJIbHOM
BerunciurensHo cetu ®I'AOY BO «MAVY», usmensats I[P-anpec, MAC-agpec u unble
HacTpoiku cetu APM.

3.14.8. IIpon3BoaAUTh NEHCTBUA, HAIIPABJICHHbIC HA MOJIYYEHUE HECAHKIIMOHUPOBAHHOIO
noctyrna Kk APM u cepBepam, paBHO Kak M JIOOBIM JIPYTUM Yy3J1aM JIOKAJIbHOW BBIYUCIUTEIBHON
cetu PI'AOY BO «MAY» unu UnTepuet, B TOM yucie:

— JIeicTBUS, HAallPaBJICHHbIE Ha HAPYIIEHNWE HOPMAJIBHOTO ()YHKIIMOHUPOBAHUS 3JIEMEHTOB
ceTH (KOMITBIOTEPOB, IPYTOro CeTeBOro 000pyI0BaHUS WIIM IPOTPAMMHOI0 00ecTIedeHus);

— YCTaHOBKA MPOTPAMMHOT0 00€CIIeUeHHs, OCYIIECTBIIONIETO MMepexBaT WH(GOpMAIHH
(uH(DOPMAITMOHHBIX MTAKETOB), aJPECOBAHHON APYTUM II0JIb30BaTEIISIM;

— JefcTBUs, HaANpaBICHHbIE Ha IMOJYyYEHME HECAHKLIMOHUPOBAHHOIO JOCTyNa K
UH(POPMALIMOHHBIM pecypcaMm, B OCIEYIOLEM UCIIOIb30BaHUN TAKOIO JOCTYIIa;

— YHUYTOXEHHE, MOAM(PHUKAIUS MPOrpaMMHOro oOecreyeHus WId JaHHbIX 0e3
COIVIACOBaHUsl C HayaJlbHUKOM YTpaBieHus uH(popMaluuoHHbIX TexHonorui ®PI'AOY BO
«MAVy»;

— MOMBITKY 110100pa napoJieil K 1r0bIM HH(OPMALIMOHHBIM pecypcaM METoJI0OM nepedopa
BCEX BO3MOYKHBIX BapUAHTOB MapoJiel, IN0O aTak Mo CI0Baplo;

— YMBILUIEHHbIE JAEWCTBHUS 1O CO3/IaHUIO, MHCIIOJIB30BAHUIO U  PACIPOCTPAHEHHUIO
BPEIOHOCHBIX MPOrpamMM, B TOM YHMCIIE HAIIPABJICHHBIX HA IOJYyYEHUE HECAHKIMOHWPOBAHHOIO
JIOCTyMNa K JIFOObIM MH(POPMALMOHHBIM U CIyXeOHbIM pecypcaM (kak BHyTpu PI'AOY BO
«MAY)» Tak u BHE), TH00 Ha HAPYIICHHE IIEIOCTHOCTH B pabOTOCIIOCOOHOCTH ITHX CUCTEM;

— JIEMCTBUS MO CKAaHUPOBAHUIO JIOKAIBHON CETH C LENbI0 ONpEENICHUsI €€ BHYTPEHHEH
CTPYKTYPBI, CIIUCKOB OTKPBITBIX [IOPTOB, HAJINYMS CYIIECTBYIOLIUX CEPBUCOB U YSI3BUMOCTEM.

3.14.9. CaMOBOJIbHO U3MEHATH MapaMeTPhl CPEJICTB 3aIUTH HH(YOpMAIMH (B TOM YUCIIE U
CPEJICTB aHTUBHUPYCHOM 3alllUTHI), a TaKXKe 3aBepllaTh UX paboOTy W (MJIM) CAMOCTOSTEIBHO HX
YCTaHABIIUBATb.

3.14.10. CamocTosTensHO pa3padaTbIBaTh UM UCIIOJIb30BaTh HEperJaMeHTUPOBaHHbIE (He
OTHOCAIIMECS K MPOMU3BOACTBEHHOMY MpoOIleccy) MporpamMmMbl (Hampumep: Urpbl; IM-KIHeHTHI,
takue kak Google Messenger, ICQ u T.11.; P2P-knuentsi: Kazaa, eMule u 1.11.).

3.14.11. Pa3pemiatb NMOCTOPOHHUM JHIIaM padOTaTh MOJ CBOEH Y4YETHOW 3amHChio B



NCIIAH.

3.14.12. IlepecbuiaTh NEPCOHAIBHBIE IaHHBIE 110 KAHAJIAM CBA3H B OTKPBITOM BUJIE, B TOM
yrcne MaTepHet, o tenedony, dakcy, IEKTPOHHOH MmodTe U T.11. (0€3 UCIOIb30BaHUS CPEICTB
mudpoBaHUs).

3.14.13. TlomyuaTrb JOCTYNl K TIEPCOHAJIbHBIM JIaHHBIM C pPabOYuX MecT, He
000pyIOBaHHBIMU HEOOXOTUMBIMHU CPEICTBAMH 3aIUTH HH()OPMAIIH.

3.14.14. CamMOBONIBHO CO34aBaTh COBMECTHO HCIOJb3yEMBIE CETEBBIC Pecypchl (MANKH
o0111ero 10cTymna) Ha CBOMX KOMIIbIOTEpax U (ailyIoBbIX cepBepax, HECAHKIIMOHUPOBAHHO yJIANIATh
VI U3MEHSTH [IPaBa AOCTYIA K HUM.

3.14.15. B ciyyae BO3HHMKHOBEHHs JIIOOBIX MEXaHHYECKHX HEHUCIPABHOCTEH B
000pyI0BaHUU OCYILIECTBISATh CAMOCTOSITENIbHBIE ITONBITKA UX YCTPAHEHUS.

3.14.16. [IpensaTcTBOBATH NOJKHOCTHBIM JIMIIAM MPHU MTPOBEECHUH ITPOBEPOK U CITYKEOHBIX
paccieoBaHui, CBA3aHHBIX C oOecrieueHreM 0e30M1acCHOCTH HH(pOPMAaIIUH.

3.14.17. Ypanare uiaM UCKakaTh MPOTpaMMbl U (paiiibl ¢ MEepCOHATBHBIMU JTAaHHBIMH U
WHOW BaKHOW MHQOpMaIuei (Hampumep, CUCTEMHOU, HEOOXOAMMOHN 1yl (QYHKIIMOHHUPOBAHHUS
NCIIAR).

3.14.18. YMBIIIJIEHHO HCMONb30BaTh HEAOKYMEHTHUPOBAaHHBIE CBOMCTBA M OMIMOKH B
IPOTPAaMMHOM OOECIIEYeHUHU WIIM B HACTPOWKAX CPEJCTB 3aLIUTHI, KOTOPHIE MOTYT NMPHUBECTU K
BO3HHMKHOBEHHUIO BHEIITaTHOW cuTyauuu. OO0 OOHapyKEHHUU TAaKOro poja OMMOOK — CTaBUTh B
W3BECTHOCTb PYKOBOJUTEN CBOETO NOJAPA3ACICHUS U COTPYAHHMKOB, OTBETCTBEHHBIX 3a
YCTAaHOBKY M (MJIM) CONpPOBOXKACHHWE TMpOrpaMMHOro obecnedeHuss (AJAMUHUCTpaTOpa
0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX B MH()OPMALMOHHBIX CUCTEMaX MEPCOHAIBHBIX TAHHBIX
(manmee — aTMUHHUCTPATOP OE30MTACHOCTH)).

3.14.19. Tlogxnrouats k JIBC ®I'AOY BO «MAY)» nuuHbIE CpeCTBA BBIUMUCIUTEIbLHON
TE€XHUKU: HOYTOYKH, KApMaHHbIE KOMIIBIOTEPBI, CMapTPOHBI U T.II., @ TAKXKE JTUYHBbIE HOCUTEIHU U
HakonuTenu uH@opmanuu. B cioydae HEoOXOAMMOCTH IepeHoca HH(OpPMAlUKU C JIHYHBIX
HocuTenell uHpopManuu oOpamarbcs K  OTBETCTBEHHBIM — COTPYAHMKAM  YIpaBlIeHUS

UH(POPMALIMOHHBIX TEXHOJIOTUH.

IV. ITAPOJIBHA S TTOJINTUKA
4.1. OOune TpebOBaHUS K MapOJIAM:
— MunuManbHoe TpeboBaHue: OYKBeHHO-IIU(POBOH maposb. JKenaTeabHO HCIOIb30BATh
OYKBBI B BEpPXHEM WJIM HUKHEM PETUCTpax, LU(PHI WIK CleNUAIbHBIE CUMBOJIBI (Hanpumep: ~ !
@H#ESWNN&*()_-+=|\?/.,:;° ][ {}<>urtm).

— MunuMansHas JyIHa Taposis: He MeHee 6 (IIECTH) CUMBOJIOB.



— MakcuMalibHBIN CpoK AeicTBUs naposisi: 90 cyTok.

— 3ampeT UCI0JIb30BAHUS TPEX PaHEE UCIOIb30BABLIMXCS TAPOJIEH.

— ITapons Ilonb30Batens HE TOJKEH BKIIIOYATh B CEOSI JIETKO BBIUMCIISIEMBIE COYETAHUS
CHUMBOJIOB, OOIIETIPUHATHIE COKpAIeHHsI, UMEHa, (aMWINU, JOJDKHOCTH, TOJ POKICHUS, HOMED
nacrnopTa, TabenbHbIi HoMep, HHYI0 nHpopmanuio o [lonp30Barene, JOCTYNHYIO APYTUM JIHIIAM.

— 3anperiaercs UCI0JIb30BaTh B KAUECTBE [1apoJIsl OAUH U TOT K€ IIOBTOPSIOLIUICS CUMBOJI
71100 MOBTOPSIONIYIOCS KOMOWHAIIMIO U3 HECKOJIBKUX CUMBOJIOB.

— 3anpeniaercs UCNOIb30BaTh B KAUECTBE MapoJisi KOMOWHAIIUMIO CUMBOJIOB, HAOMpaeMbIX
B 3aKOHOMEPHOM IOPSIKE Ha KiIaBuarype (Harmpumep: 1234567, qwerty u T1.11.).

4.2. IIpaBuna UCIIOIb30BaHMS TAPOJIEH:

— XpaHuTh B TailHe CBOM MapoJib, HE COOOLIATh €ro APYTUM JIHULaM.

— He npenocrasnsars goctyn B UCI/IH apyrum aunam moja cBoe y4eTHOH 3alHChiO U
apoJieM.

— W3MeHATh cBOM Mapojb IMpH NEpBOM TpeOOBaHUM MOJUTHKHU MAposei orneparmoHHOM
cuctembl w/wmm UCIT/IH.

— Bo Bpems BBojia maposieit He0OX0MMO UCKITIOYUTh BO3MOXHOCTD €0 MOJICMaTPUBAHHUS
MOCTOPOHHUMH JIMIIAMU HJIM TEXHUYECKUMU CPEICTBaAMH (BUICOKAMEPHI U Ip. ).

— 3amperniaercs 3alUCBhIBaTh CBOU MAapOJU B OYEBUAHBIX MECTax, BHYTPEHHOCTH SIIHMKa
croiia, Ha MoHUTOpe APM, Ha 00paTHOM CTOPOHE KJIABUATYPHI U T.JI.

— 3anperaeTcst XpaHUTh MAPOJIM B 3aIIICAHHOM BUJI€ Ha OT/ENbHBIX JHUCTaX Oymaru.

4.3. CwmeHa, ynaieHue JWYHOro mnapoisi mo0Ooro Ilomb3oBartens NpPOU3BOAMTCA B
CIENYIOIINX CIIyYasx:

— B CJIy4ae NOJI03PEHHs Ha KOMIIPOMETALINIO I1apOJIs;

— 110 OKOHYAHUH CPOKa JIEHCTBUS;

— B cllyyae MpeKpallieHus MOJHOMOUYHUIl (yBOJbHEHHUE, NEPEeBOJ Ha HOBYIO JOJDKHOCTh
BHYTpu ®I'AOY BO «MAYV») I[lonb30Barens nmociae OKOHYaHMs MOCIEIHEro ceaHca padoThl B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHANBHbBIX JaHHbBIX;

— 10 YKa3aHUIO a/IMUHUCTpaTOpa 6€30MacHOCTH.

4.4. Ilpn yBOJIBHEHUH, IEPEBOJIE HA HOBYIO JIOJDKHOCTh COTPYIHUKA, UMEIOIIETO JOCTYII
MOMHMMO CBOEM Y4eTHOH 3amucH K APYruM pecypcaM (MeXCETeBbIE dKPaHbI, MAPIIPYTU3aTOPHI,
CEpBEpHI, APyrue y4eTHbIE 3alHUCH U T.II.) TaK)Ke MPOU3BOAUTCSA BHEIUIAHOBAs CMEHA MapoJiel K

TaKUM pecypcam.

V. IPUMEHEHME JIMYHBIX UJEHTUGUKATOPOB B MTHO®OPMAILIMOHHOM
CUCTEME ITEPCOHAJIBHBIX TAHHBIX



5.1. TlpuBsi3zky wuAeHTH(PUKATOpPAa K TOJH30BATENIO (YYETHOW 3amiCH) BBITIOJIHSICT
aJIMUHUCTPATOpP OE30MaCHOCTH.

5.2. Tlomp3zoBaremn WCII[lH momydyaroT cBOW HIESHTH(PUKATOP Y aJIMHUHUCTPATOpa
0e30MacHOCTH.

5.3. Tlome3oBatenpr HWCII[IH o00s3aH XpaHUTh CBOM JIMYHBIA HMIECHTU(PHKATOP B
HEJOCTYIHBIX JUJISl APYTUX COTPYAHUKOB XPaHMIIHILAX.

5.4. Tonp3oBarento UCII/IH 3ampemaeTcs nepeaaBaTh CBOM JIMYHBIA UICHTHPHUKATOP.

5.5. B cunywyae yrepu numuyHOro wuzaeHTudukaropa, mnosb3oBatens WCII[H mpomkeH
HEMEIJICHHO JIOJIOKUTH 00 3TOM aJIMUHUCTPATOPY O€3011aCHOCTH.

5.6. B ciywae mpekpaiieHuss TOJHOMOYHIA ydeTHOW 3amucu moib3oBatens WCIIx
(YBOJIbHEHHME, IEPEBO/] HA HOBYIO JOJDKHOCTD, B APYTOM OTIEIN WM IOMEUIEHHE, & TAKXKE APyrue
00CTOSITENHCTBA) yUETHAS 3aIIUCh JOJIKHA OBITh y/aneHa, a € uAeHTH(PUKATOP JOJKEH ObITh C1aH
aJMUHHUCTpATOpPY Oe30macHOCTH MH(OpPMAIMK TOCIe OKOHYAHHS IOCIEIHEro ceaHca paboThl
nanHoro nosib3oBatens B UCIIIH.

5.7. B cinyyae xomMIpoMeTallMM WU YTEpU JUYHOTO HACHTU(UKATOpa IMOJIb30BaTENs
aIMUHHCTPATOPOM O€30MAaCHOCTH JOJKHBI OBITh HEMEUICHHO MPEANPUHATHI MEphl B
COOTBETCTBUH C II. 5.8 HacTosmeld NucTpykuuu.

5.8. AnmuamcTpaTop 0€30mMacHOCTH WH(POPMAIMK JIOJDKEH MPOBECTH CIy:KeOHOE
paccieioBaHue )i BISICHEHUS PUYUH KOMIIPOMETAIIMU UICHTU(PHUKATOPA C IIEJIbI0 BBIPAOOTKHI
HOBBIX WJIM COBEPUICHCTBOBAHUSA MPHUHATHIX TEXHUYECKUX M OPraHU3ALMOHHBIX MeEp MO
YCTPaHEHUIO TaKOH yrpo3bl B OYAYIIEM, a TAKKe BBISICHEHUIO BEJTHUMHBI yIlep0a, KOTOPBIA MOXKET

OBITh HAHECEH COOCTBEHHUKY MH(POPMAIIMOHHBIX PECYPCOB.

VI. AHTUBUPYCHAS 3AILIMTA

6.1. B cnyyae OTCYTCTBHMSI INTaTHbIX (YHKIMA aHTHUBHUPYCHOW IPOrpaMMBbl,
IpeycMaTPUBAONINX aBTOMATHYECKYIO IPOBEPKY (aitnos, [Tonp30BarTens 0053aH OCYIIECTBIATH
IPOBEPKY (ailyioB, MOTyYaeMbIX:

— 110 JIEKTPOHHOM MOYTe;

—yepe3 ceTb MHTEpHET;

— Ha (IenI-HaKOIHTENe, ONTHYECKOM JIFCKE;

— UHOM ChEMHOM HOCHTeNE HH(OPMALINN;

— MOJIy4Y€HHBIE UHBIM CIIOCOOOM.

6.2. Ilepen OTKpBITHEM BIIOKEHHUS (CCBUIOK) yOEAMTBCS B TOM, YTO OTIPABUTENb
JEMCTBUTENIBHO TOCIAT BaM 3TOT (paill, 1axke €Clid OH U JOJKEeH Obul 3TO caenaTs. [lo3BoHuTe

€My CaMH. He )IOBepﬂﬁTe HMCHHU OTIIPAaBUTCIIA W YKa3aHHbBIM B TCKCTC IMHCbMa HOMEpaM



TeneOHOB, a TAKXKE JTUIaM, TO3BOHUBILIUM BaM CaMOCTOSITEIBHO C TPOCHOON OTKPHITH (paiiiibl U
IIPOWTH 110 CCBUIKAM.

6.3. ITosib30BaTeINIO 3aMpeniaeTcs:

6.3.1. OcymecTBisITh JEUCTBUSA, HANpaBICHHbIE Ha BBIKJIIOYEHUE aHTUBUPYCHOU
IPOrPaMMBI.

6.3.2. CamocrosTenbHO ycTaHaBiuBaTh Ha APM nporpamMmmHoe oOecriedeHue.

6.3.3. 3amyckath (haiiibl, MOJYYEHHBIC IO CETSAM CBSI3U (JIEKTPOHHOU mouTe, IHTepHET),
CO CBHEMHBIX HOCHTENIeH, Ja)xe eclIM OHHM IOIY4YeHbl OT IIPOBEPEHHOro ajapecara, 0e3
MpeBapUTENbHON UX MPOBEPKH AaHTUBUPYCHOM MPOTrpaMMOH.

6.3.4. Ilpu BO3HMKHOBEHHMH TOJO3PEHUS HAa HAJIWYME KOMIIBIOTEPHOIO BHUpYyca
(HeTunuyHasi paboTa MpPOrpaMM, MOsBICHHE IpadUIecKuX U 3BYKOBBIX 3(P(PEKTOB, NCKaKECHUI
JMaHHBIX, Tpornaganue ¢ailyioB, yacToe MOSBICHUE COOOIICHUN O CUCTEMHBIX OIIMOKax U T.II.)
[Tonb30Barenb CaMOCTOSITETFHO WM BMECT€ C OTBETCTBEHHBIM COTPYAHHUKOM YIIpaBIICHUS
MH(POPMALMOHHBIX TEXHOJOTHH MODKEH MPOBECTH BHEOUEPEIHON AaHTHBHPYCHBIH KOHTPOIb
CBOET0 pabovero Mecra.

6.3.5. B cnyuae oOHapy>keHUs MpH MPOBEACHUHM AHTUBUPYCHOUM MPOBEPKU BUPYCHOTO
3apakenus [lonb3oBarenu 00s3aHbI:

— IPUOCTAHOBUTH pPaboTYy;

— HEMEJICHHO TIOCTaBUTh B U3BECTHOCTH O (pakTe OOHAPY)KEHUSI BUPYCHOTO 3apaKCHHUS
OTBETCTBEHHOTO COTPYJHHUKA YTpaBieHHs HH(OPMAIIMOHHBIX TEXHOJIOTHIA;

— COBMECTHO C BJaJeNbLEM 3apaXeHHBIX BHpPYycOM (Dail;loB NpOBECTH aHAIU3
HEO0OXOUMOCTH AaJIbHENIIEro X UCIIOIb30BaHMS;

— MPOBECTH JICUCHUC UJIM YHUUTOXKCHUC 3aPaAKCHHBIX (1)a171n013.

VIIL ITIOPAIOK PABOTEI B UCITAH 1 CETU MHTEPHET

7.1. Nonxmrouenune k UCIT[In u cetu UnTepHer.

7.1.1 Tlenbto pabotel Ilomw3oBarens B MCIIJJn u cetu WHrepuer siBnsercs cOop,
00paboTKa, XpaHEHHWE IEePCOHANbHBIX JAHHBIX, OOMEH JJIEKTPOHHBIMH COOOLIECHUSIMHU B
CITY’)K€OHBIX IIEJIsIX.

7.1.2. Noctyn k UCII[An u cetu UnTtepuer npenocrasinsercss [lonp30BarensiM TOJIBKO B
TOM cllydae, €ClId 3TO HE IMPOTUBOPEUUT TpeOoBaHUSAM Hactosuied MHCTpykuuum U MHBIMU
HOPMAaTHUBHBIMU JOKYMEHTaMH B 00J1aCTH 3aIUTHl HHPOPMALIUH.

7.1.3. Joctyn mnonb3oBatenss k HWCII[An nns oOpaOOTKM NEPCOHANBHBIX JaHHBIX
MPOU3BOJIUTCS TOJNBKO € paboyux MECT, Ha KOTOPBIX YCTAHOBJEHBI CpPEJCTBA 3alIUThI

uH(pOpMaLIUH.



7.1.4. OcHoBanueM nisi nmojkitoueHusi cotpyaauka ®IAOY BO «MAY» k UCIIIH n
cetu VHTepHer  sBIsETCS  MOTHBUPOBaHHAas  3asiBKa  pPYKOBOJOUTENIO  YIpaBJICHUs
UH(POPMALIMOHHBIX TEXHOJIOTUH OT HENOCPeACTBEHHOro pykoBoautens Ilomp3oBarens ¢
yKa3aHWeM MOJTHOMOYHI TOCTyNa K TAKUM pecypcaM U CepBUCaM.

7.1.5. OTBETCTBEHHBIM 3a OpraHU3alHuI0 OO0pPabOTKH IMEPCOHANBHBIX JaHHBIX, JHOO
COTPYJIHUK, BBIMONHSIOMUN ero (yHkiuu, opranmsyer noakmroueHue k WCII[Ia wnm certn
Nurepuer I[lonp3oBaTeneil B YCTAHOBJIEHHOM IOPSAJIKE, OCYILIECTBISET KOHTPOJb HaL
MCIIOJIb30BaHUEM JIAHHBIX PECYPCOB U CEPBUCOB.

7.1.6. Tlocne BbemosHeHust 3amanusi OTBETCTBEHHBIM 3a OpraHu3amuio 00pabOTKH
NEPCOHATBHBIX JAHHBIX COOOIAET MOJIF30BATEIIO BBIITOJIHEHUH 3asBKH.

7.1.7. OcuHoBanuem misg oTkioueHuss moiws3oBarenss oT WCII[Au u cetm HuTepHer
SBIISIOTCS CIENYIOIINE COOBITHUS:

— HapylIeHHe WHCTPYKLUUN U UHBIX JIOKAJbHBIX HOPMAaTUBHBIX aKTOB B OOJIACTH 3allIUTHI
uHpopmanuu PI'AOY BO «MAVY»;

— yBoabHeHue Ilonp3oBarens, mub0 nepeBoj €ro Ha JPYryro JOJKHOCTh WIH B APYroe
nojipa3jielieHue.

7.2. Ilopsimok paboThl B ceT VIHTEpHET.

7.2.1. Vcnions3zoBanue cotpynaukamu @I'AOY BO «MAVY» cetu MHTEpHET NOIKHO
OCYIIECTBIIATHCS UCKIOYUTEIBHO JUISl BHIITIOJHEHUS T0JPKHOCTHBIX 00sI3aHHOCTEH.

7.2.2. Indopmarus, oOpazoBaHHas (0Opa3yromasics) B Ipolecce TpyA0BOH AeATEIbHOCTH
pabotHuka ®I'AOY BO «MAVY» sBuserca cobctBeHHocThio PTTAOY BO «MAVY» u He
MOJIJIEXKUT UCTIOIB30BAHUIO (B TOM UKCJIE€ UCTIOIb30BAaHUIO B C€TH IHTEpHET Ui ¢ MOMOIIBIO CETH
WHuTepHeT) B IMYHBIX LESAX U (WIIK) B KOPBICTHBIX UHTEPECaxX JAPYruX JUI] (OpraHu3anuil).

7.2.3. Ilpu mpoBeZieHUN TEXHUYECKHX paloT, CBA3aHHBIX C HACTPOMKOW 00OpYyIOBaHUS
(KOMMYHUKAIIMOHHOE O00OpYAOBaHHE, MPOKCHU-CEPBEPA, MApIIPYTH3aTOpbl W T.I.); B Cllydae
OOHapyXeHHsl TMOMNBITOK HECAaHKIIMOHUPOBAHHOrO joctyna K HMuHTepHer-uumozy, APM
[Tonp30BaTeneir MOKET MPOBOAUTHCS BPEMEHHOE OTKIt0ueHHE [lonb30BaTeneit oT cepBUCOB CETH
WutepHer (B ciywae miaaHoBoro oTkiaroueHus Ilonp3oBarennu yBemomusitorcsi 00 3TOM
3a0J1arOBpeMEHHO).

7.2.4. Bes nndopmanmst o pecypceax, nocemaembix corpyaankamu PI'AOY BO «MAVY»,
MIPOTOKOJIUPYETCST M, MpPU HEOOXOJUMOCTH, MOKET OBbITh IMPENOCTaBI€HAa PYKOBOAMUTEISM
nojapasjesieHuid, a Tak ke pykoBoJactBy ®I'AOY BO «MAVY» nns neTtaqbHOro M3y4€HHsS U
IPUHSTHS PEIIEHUS O MepaxX JUCHMUILNIMHAPHON OTBETCTBEHHOCTH.

7.2.5. Ilpu pabore B cetn MHTepHeT [lonp30BaTesiM 3anpeniaercs:

— YMBIIIJIEHHOE paclpoCTpaHEeHHEe M TMOJy4eHHe MaTepuaioB B/u3 cetu HHTepHer,



MPOTUBOPEUAIUX 3aKOHOAATENbCTBY Poccuiickoii ®denepanuu, B TOM YHCIE MAaTEpHAIOB,
MpOMaraHupyoInX HACUINE WK SKCTPEMH3M; Pa3KUTalOIIUX PAaCOBYIO, HALIMOHAJIBHYIO WU
PETUTHO3HYIO BPAXKAY; PAa3bACHIIOMINX MOPSAJOK U3TOTOBICHUS W/UIN IPUMEHEHHS HAPKOTHKOB,
B3pPbIBUYATHIX BEIECTB, OPYXKUS U T.I.; MaTepHalioB MOPHOTpapUUECcKOro XapakTepa;
KOMITBIOTEPHBIX BUPYCOB U APYTUX BPEJOHOCHBIX MPOTPamMMm;

— mepenaBaTh B ceTh MHTepHeT uWHpOpPMaNWIO, K KOTOPOH B COOTBETCTBHH C
3aKOHOJIATENILCTBOM OTPaHMYEH AOCTYH (IepCOHATbHbBIE JaHHbIE, Cly)eOHas nHpopmarus) 6e3
COOTBETCTBYIOILIETO pa3pelieHus;

— ¢anscudpunuponats IP-anpec, MAC-aapec, nHbIe ajapeca, UCIOIb3YEMbIE B CETEBBIX
IPOTOKOJIAX, a TAKXKE MPOUYI0 HHPOPMALIMIO IPU Tiepeiade JaHHbBIX Yepe3 ceTh MIHTepHeT;

— IPENOCTaBIATh AOCTYI B ceTh IHTEpHET co cBoeil paboueil cTaHuuu KOMy-u00, B TOM
Yuclie MPOrPaMMHO-TEXHUYECKHUMH CHOc00aMu Yepe3 JIOKAIbHYIO BBIYMCIUTEIBHYIO CETh
OI'AOY BO «MAY» (Hanpumep, MyTeM HECAHKIIMOHHPOBAHHON YCTAHOBKH JIOKAJIHLHOIO
WuTepHeT-1nII03a Ha paboyee MecTo);

— mojiydarb JocTyn K cetu MHTepHeT moObiMM cnocobamu, HE HPEeSyCMOTPEHHBIMU
JNEHCTBYIOIIMMU JIOKaNbHBIMU JokyMeHTamu (Muctpykumsimu, IlpaBunamu, Permamentamu
OI'AOY BO «MAVY»);

— OCYULIECTBJIATh HECAHKIIMOHUPOBAHHBIN JIOCTYII K pecypcam u cepBucam cetu urepher;

— BBIMONHATH JeiicTBus (B3noM, DoS (otka3z B oOcmyxkuBanum), ARPspoofing araxw,
CKAaHUPOBAHME JIOKAIbHOW  BBIUMCIUTEIBHOM CETH) HalpaBJICHHbIE Ha  HapyUIEHUE
(YHKIMOHUPOBAHUS DJIEMEHTOB ceTh VHTepHeT (KOMMYHHUKAIMOHHOIO 000pyIOBaHHUS,
CEpBEPOB, pabOYMX CTaHIIU, IPOrPaAMMHOT0 OOECTIeUeHus).

7.3. IlpaBuna pabotsr [Tonp30BaTenei ¢ 2IEKTPOHHOM ITOYTOM:

7.3.1. Tlonmp3oBarenu 00s3aHbI HCHOJB30BATh HJIEKTPOHHYIO TOYTY TOJIBKO IS
BBITOJIHEHUS CTY)KEOHBIX 00s3aHHOCTEH.

7.3.2. 3ampemiaercss OTHPaBIATh (GaWIbl, COACpKAIIUe IEePCOHATbHBIC JaHHBIC B
OTKPBITOM BHJI€ (HE 3an(pPOBaHHEIE).

7.3.3. 3amperaeTcsi MaccoBas pacchbUIKa MOYTOBBIX cooOImeHui (0osee 20) BHEIIHUM
ajzipecaram 0e3 COTJIacCOBaHUs C PYKOBOJICTBOM (cIiama).

7.3.4. 3anpemiaeTcst HCMOB30BaTh HE CBOW OOpATHBIN aapec MPU OTIIPABKE AIIEKTPOHHON
MOYTHI.

7.3.5. 3ampeniaercst OTIPABIATH IO 3JIEKTPOHHOM MOYTE UCTIONHAEMbIE (paliibl (MMeroIue
pacumpenus exe, com, bat, js, vbs u T.1m.). B ciayuae HE0OXOAMMOCTH OTIPABKH Takux (haiisos,
MOMEIATh UX B apXUB U YCTAHOBUTD MAPOJIb.

7.3.6. Ilpucoenunsiembie (paiiipl PEKOMEHAYETCS YINaKOBBIBATh B apXWB INPH MOMOIIU



POTPaMM-apXHBaTOPOB.

7.3.7. KopriopaTuBHbIE pEKOMEH/IAIIUN UCTIOIB30BAHUS JIEKTPOHHOM MOYTHI:

— BbI 1OKHBI OKa3bIBaTh TO K€ YBAKCHUE, UTO U MPU YCTHOM OOIICHUH.

— BBl 10/DKHBI TIPOBEPSATH MPABOMUCAHUE, TPAMMATUKY U JIBaXKIbl NIEPEUYUTHIBATH CBOE
COOOIICHHE TIepe/T OTIIPABIICHUEM.

— BBl He JOKHBI Yy4aCTBOBATh B PACCHUIKE TIOCTAHMH, MEPEChUTAEMBIX IO IETIOYKe (Jarie
BCETO 3TO MUChbMa PEITUTHO3HO-MUCTUYECKOTO, Pa3BICKATEIBHOTO COIEPKAHMS).

— BbI He JJOJDKHBI 110 COOCTBEHHOW MHUIIMATUBE NIEPECHUIATH 10 TIPOU3BOIBHBIM aJIpecaM
He3aTpeOoBaHHYIO HH(OpMAITHIO.

— BBl HE MJOMKHBI pacchUiaTh COOOIICHUS, KOTOPBIC SIBJISIFOTCS 3JI0BPEAHBIMHU,
pa3IpaKaONUMU WA COJCPIKAIIMMH YTPO3BI APYTHM IT0JIH30BATEIISIM.

— BBl HE TOJDKHBI OTHPABJISITh HUKAKUX COOOLICHUN MTPOTHBO3aKOHHOTO MJIM HEATHYHOTO
COJICpIKAHUSI.

— BBI TOKHBI TOMHUTB, YTO AJIEKTPOHHOE IMOCIIAHUE SIBJISICTCS YKBUBAJICHTOM ITOYTOBOM
OTKPBITKA ¥ HE JIOJDKHO WCIOJIB30BAaThCA IS TIEPEChUIKA TEPCOHAIBHBIX JaHHBIX 0e3
HCITOJIB30BaHUS CPE/CTB 3alIUTHI (MHU(poBaHUeE).

— BbI He JJOJDKHBI KCITOJTB30BATh MIUPOKOBEIIATEIbHBIC BO3MOKHOCTHU 3JICKTPOHHOM ITOYTHI
32 HCKITFOUEHUEM BBIITYCKA YMECTHBIX OOBSBICHHM.

— BBl HE JODKHBI HCIIOJIB30BATh KOPIOPATHBHYIO AJICKTPOHHYIO TMOYTY ISl TOCTaHHMA
JUYHOTO XapakTepa.

— Bbl J0mKHBI HEYKOCHUTENBHO COONIOAATh MpaBuja U HHCTPYKUMU M TOMOTaTh

aJMUHHMCTpATOpaM OOpOTHCS C HAPYIIMTENIMU IPABUIL.

VIIL ITOPAJOK PABOTbBI CO CbEMHbBIMU HOCUTEJISIMN NTHOOPMALINN

8.1. Ilon ucnonb3oBanueMm Hocutenedd uHpopmauuu B UCII[An ®PI'AOY BO «MAVY»
noHMMaercs ux nojkimoyeHne K uHppactpyktype WCIIJlH ¢  uenbto  o0OpaboTkwy,
npueMa/nepeayd  MHGOpMaMM MeXAy HWH(OOPMALMOHHBIMU CUCTEMAMHM U HOCUTENISMHU
UHpOpMaLINH.

8.2. JlomyckaeTcs UCIOJIb30BaHUE TOJIBKO YYTEHHBIX HOCHTENEH MH(POPMALIUU, KOTOPbIE
aBisitoTes coOctBeHHOCThIO PI'TAOY BO «MAVY» u moasepraioTcsi peryiasipHONM peBHU3MH U
KOHTPOJIIO.

8.3. Yuer u BBIJAUYy CBEMHBIX HOCUTeNEeH WH(GOpPMAIMKM OCYLIECTBISET JIHUIIO,
OTBETCTBEHHOE 33 OpraHU3alfi0 0O0pabOTKH MEPCOHATIBHBIX JaHHBIX. PakT BbIIAYM HOCHUTEINS
bukcupyercs B )KypHaJle yueTa MalIMHHBIX HOCUTeNel HHpOopMaIuu.

8.4. Ecmm gpoctyn x MWCIIJlH m0pow3BOAMTCS TPH TOMOIIM  IEPCOHATBHBIX



unentuduxkatopoB (eToken, Rutoken, nap.), TOo dakt mnomydeHus u cHa4um JAHHBIX
UICHTU(PHUKATOPOB 00s3aTeNbHO (PUKCHPYETCS OTBETCTBEHHBIM 3a OpraHM3aluio 00paboTKu
NEPCOHANBHBIX JaHHBIX, B COOTBETCTBYIOIIUX KYypHAIaX.

8.5. BO3MOXHOCTb MOJKIIOYEHHs HOCUTENeH HHPOpPMALUU, a TakKe IMOoIy4YeHue
YUTEHHbIX HOcUTeNned wuHpopMmauuu mnpenocrapisitorcss Ilonp3oBarensiM 1o HMHULMATHBE
PYKOBOJMTEIIEH CTPYKTYPHBIX MOAPA3ACICHUN B CIIydasx:

— HEOOXOJMMOCTH BBINOJIHEHHUSI BHOBH NPHHITHIM PAOOTHUKOM CBOMX JIOJDKHOCTHBIX
0053aHHOCTEH;

— BO3HUKHOBeHMs y [lonb3oBaTens ciayxeOHOM HE0OX0AUMOCTH.

8.6. IIpu ncmonp30BaHUM HOCUTEINEH HHPOPMAITUH HEOOXOIUMO:

— HUCHOJB30BAaTh HOCHTENH HH(POPMAIMM HWCKIIOYUTEIHFHO JJISl BBIIIOJHEHUS CBOMX
CITykeOHBIX 00s13aHHOCTEH;

— OepexHO OTHOCUTCS K HOCUTEJISIM IIEPCOHANIBHBIX JIaHHBIX;

— obecrieunBaTh PU3NIECKYIO O€30MMaCHOCTh HOCUTENEeH HH(POPMAIINK BCEMH pa3yMHBIMU
crocobamu;

— M3BEIIaTh OTBETCTBEHHOIO 3a OpraHU3alMi0 OOpabOTKH NEPCOHANbHBIX JAHHBIX O
dakTax yTpaThl (Kpaxku) HocuTenae nadopmanuu.

8.7. Ilpu uCToNb30BaHUH HOCUTEIIEH TIEPCOHAIBHBIX TAaHHBIX 3aIIPELICHO:

— MCIIOJIb30BaTh HOCUTENN TIEPCOHAIBHBIX TaHHBIX B JIMYHBIX HEISX;

— repeiaBaTh HOCUTENH NePCOHANBHBIX JaHHBIX IPYTUM JIUIaM;

— XpaHHUTh ChEMHbIE HOCUTEIHM C MEPCOHANbHBIMU JIAHHBIMH Ha pabo4MxX CTojax, JUOo
OCTaBIIATh UX 0€3 MPUCMOTpa WM NepelaBaTh HAa XpaHEHHUE JPYTUM JIULaM;

— BBIHOCUTH ChEMHBIE HOCUTEIN C TIEPCOHATBHBIMH JAHHBIMU U3 CITY)KEOHBIX TIOMETICHHHA
JUIs paboThl C HUIMHU Ha IOMY U T.[I.

8.8. Jlioboe  B3ammopneiictBue  (oOpaboTka, mpuem/mepenaya  HHGOPMALIKN)
uHUIuMpoBanHoe [lonp3oBarernieM MeXAy HWHPOPMALMOHHOW CHUCTEMOH M HEYYTCHHBIMU
(IMYHBIMU) HOCHUTENSIMH MH(OpPMalMM, paccMaTpUBAETCS KaK HECAaHKLIHOHHUPOBAaHHOE (3a
UCKJIIOYEHHEM CJIy4aeB, OlOBOPEHHBIX C aJMUHHCTpaTopaMu O€30MacHOCTH 3apaHee).
AnMuHHCTpaTOp 0€30MacHOCTH Ha OCHOBAaHMM HacTosAuled MHCTpyKiuu ocrtaBiseT 3a coOoif
paBo OJIOKWPOBATH WJIM OTPAaHUYMBATH UCIIOJIb30BaHUE HOCHUTENEH HH(OpMaLIUK.

8.9. Nudopmanus o6 wucmonb3oBanuu [lomp3oBarensMu HOcHUTENed WHPOpPMAaNUU B
UH(POPMALIMOHHBIX CHCTEMax MPOTOKOIUPYETCS M, NpHU HEOOXOAWMOCTH, MOXKET OBITh
IIPEIOCTABIIEHA PYKOBOAMTENSAM CTPYKTYPHBIX MOApa3ieieHui, a Takke pektopy PI'AOY BO
«MAVY».

8.10. B ciywae BbIsBICHUS (DaKTOB HECAaHKIIMOHWPOBAHHOTO W/WJIM HEIEIEBOTO



UCIIOJIb30BaHUU HOcuTeled MHGOpMaluu HHULMHUPYETCS Cly)keOHash MpOoBepKa, MpPOBOIUMAs
KOMHUCCHEH, COCTaB KOTOPOW OMpeeNseTcss OTBETCTBEHHBIM 3a OpraHu3anuio 00paboTku
NEPCOHAIBHBIX JaHHBIX. [lo (akTy BBISICHEHHBIX OOCTOSITENILCTB COCTaBISICTCS  aKT
paccieloBaHMsl MHLIMJCHTA U MEpeAacTcsl PyKOBOJUTENI CTPYKTYPHOIO MOApA3IEIeHUs IJis
NPUHATUS MEp COIVIaCHO JIOKaJbHbIM HOpMaTuBHBIM akTam @PI'AOY BO «MAVY» wu
JIEUCTBYIOILEMY 3aKOHOIaTeNbCTBY PO.

8.11. Ilpu ormpaBke WM Iepenade TMEPCOHANBHBIX ITaHHBIX aJpecaraM Ha ChEeMHBIC
HOCHUTEJIH 3alIMChIBAIOTCS TOJIBKO IIPEIHA3HAYCHHbIE aJjpecaTaM JIaHHbIE.

8.12. BbIHOC CBEMHBIX HOCUTENIEW IEPCOHAIBHBIX ITaHHBIX MJIS HEMOCPEICTBEHHON
nepeaund ajpecary OCYILIECTBISETCA TOJbKO C MUCBMEHHOIO pa3pelieHuss PYKOBOJIUTENS
CTPYKTYPHOTO TIO/Ipa3/ICIICHUS.

8.13. CbemHbIE HOCHTENM IEPCOHAIBHBIX IAHHBIX, MPUIIEANINE B HETOJHOCTb, WU
OTCIIY>)KMUBUIME YCTAHOBJIEHHBIN CpPOK, MOJUIEKAT YHUUYTOXKEHHUIO. YHUYTOKEHHUE ChEMHBIX
HOCUTEJIEM C TEPCOHAIBHBIMU JAHHBIMH OCYILECTBISECTCS KOMHUCCHEH, COCTaB KOTOPOM
OTIPE/ICIIICTCS OTBETCTBEHHBIM 3a OpPraHW3aIlMi0 O0paOOTKH IMEePCOHANBHBIX JaHHBIX. [lo
pe3ynbTaTaM YHUUYTOXKEHUSI HOCUTENIEH COCTaBISETCS aKT.

8.14. B cnyuae yBOJBHEHMSI WM MEPEBOJA COTPYAHHUKA HA APYTyIO NOJKHOCTb WIH B
JIPyroe CTPYKTYPHOE TMOJpPA3CIICHHE, IMPEJOCTABICHHBICE HOCUTEIHM TMEPCOHATBHBIX JaHHBIX

H3BIMAIOTCA U ACTIAIOTCA COOTBCTCTBYIOIIUC ITOMCTKHU B )KYPHAJIC YUCTAa MAIIMHHBIX HOCHUTECJICH.

IX. ITPABA TIOJIb3OBATEJIA

9.1. UcnonwszoBate MCIIJu ®I'AOY BO «MAVY» s BBINOJHEHUS AOJTKHOCTHBIX
00s3aHHOCTEH.

9.2. O6parmaTbcst K OTBETCTBEHHOMY 32 OpraHU3aIMio 00paboTKH MEePCOHATBHBIX JAaHHBIX
JUIS KOHCYJbTALMHU 110 MOBOY MCHOJIB30BaHUS MporpaMMHoro obecnedenus 1 APM, Bompocam
00pabOTKH MEPCOHATBHBIX JTAHHBIX.

9.3. HampaBnsaTe TMpeIOKEHUST IO YCTAaHOBKE HOBBIX BEPCHH CYIIECTBYIOIIETO
nporpaMMHoOro otecrneueHust (¢ 000CHOBaHMEM HEOOXOJMMOCTH 3aMEHBI CTapbIX BepcUil Ha
HOBBIC).

9.4. HampaBnsaTh TpeMIONKEHHUS IO MOJEPHU3AIUMN TPOTPAMMHOTO OOeCIeYeHus,
ucnospzyemoro B ®I'AOY BO «MAVY».

9.5. HampaBnsiTh NpPEUIOKEHUS IO YCTAaHOBKE HOBOIO (@ TaKKe JIOTMOJHUTEIBHOTO)
nporpaMMHOro obecreueHust (C yKa3aHHMEM LEIM HCIOJIb30BaHUSA, NPEUMYILECTB Iepes
CYIIECTBYIOIIMMH aHAJIOTaMHu ).

9.6. HampaBnsite mipeioskeHust mo moaepHuzanuun APM (3aMeHBI Ha HOBBIE aHAJIOTH), C



00s3aTeNbHBIM 00OCHOBAaHHMEM 3aMEHBbl U YKa3aHHEM IPEUMYILECTB Mepell CYUIECTBYIOIIUMU
AQHAJIOTAMHU.
9.7. TlomyuyaTb KOHCYNbTallUM W PA3bACHEHHS 110 HOPMATUBHBIM JOKYMEHTaM,

periiaMeHTUPYIONTUM padboTy ¢ nepcoHanbHbIMK TaHHBIMUA B DI'TAOY BO «MAVY».

X. OTBETCTBEHHOCTbD
10. Ilosb3oBarenp HeECeT MMEPCOHAIbHYIO OTBETCTBEHHOCTb 3a CBOU JICHCTBUS WIH
Oe3neiicTBIE, KOTOPhIE MOTYT TIOBJIEYb 3a cOOOM pasriialleHue MePCOHANBHBIX AaHHBIX, a TAKKE
3a HapymeHue HopMmaibHOro ¢yHKimoHupoBaHus MCII/IH wim uX OTAETbHBIX KOMIIOHEHTOB,
HECAaHKIIMOHUPOBAHHBIA JOCTYH K HH(GOpPMAIMM B COOTBETCTBHE C 3aKOHOJATEILCTBOM

Poccuiickoit @denepanuu 1 1okanbHbIMU HopMaTUBHBIMU akTaMu PI'AOY BO «MAVY».



JIMCT O3HAKOMJIEHU A

C ((I/IHCprKIIHeﬁ moJab30BaTeis 1o paﬁoTe C NNEPCOHAJIBbHBIMHA TAHHBIMMW>

n/n

J5(0)

JIOKHOCTD

Iloammce, nata




