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1. MeTtoau4yeckue peKoMeHIauH

[Ipucrynas kK W3y4EHUIO AMCUMIUIMHBI, OOydaomemycs HEOOXOOUMO BHUMATEIbHO
O3HAKOMHTBCA C TEMAaTUYECKUM IUIAHOM 3aHATHM, CIMCKOM PEKOMEHIOBAaHHOW JIMTEPATYPHI.
CrnenyeT YSCHHTH TOCIEAOBATEIFHOCTh BBIMIOJHEHUS HHIWBUIYAJbHBIX YICOHBIX 3aJaHHA.
CamocrosTensHas paboTa oOydaromerocs NpeArnosiaraeT paboTy ¢ HaydHOW W y4eOHOM
JUTEPATypOl, YMEHUE CO3JaBaTh TEKCTHl. YPOBEHb U ITyOWHA YCBOCHUS TUCIUTUIMHBI 3aBUCST
OT AaKTHBHOM ¥ CHUCTEMaTHYeCKOHW paboThl Ha JIEKIHAX, HW3Y4CHHsS PEKOMEHIOBAHHOU
JUTEPaTypPHl, BBIMOJIHEHUS! KOHTPOJIbHBIX MMCbMEHHBIX 3aaHUM.

[Ipu u3ydeHnu JUCHUILIMHBI 00 y4dalOLIecs BBIOIHSIOT CIEAYIOINE 3aaHUs:

- M3y4aroT PEKOMEHIOBAaHHYIO HAYIHO-IIPAKTUYECKYIO U YIeOHYIO JINTEpaTypy;

- BBITIOJTHSIOT 3a/1aHUsS, IPEAYCMOTPEHHBIE TSI CAMOCTOSITENIbHOM paboTEhI.

OCHOBHBIMH BHIAaMH ayIHTOPHOW pabOThl OOyJarOIMXCS SBIAIOTCS JIEKIUU |
nabopaTopHbIe 3aHITHSL

Kaxnprit oOydarommiicss mepen HadajaoM 3aHSTHI 3alHChIBACTCS TpEnojaBaTelieM Ha
3JNIEKTPOHHBIN KypC MO JAHHOMY IMPEAMETY, K KOTOPOMY MOKHO MOJYYHTh JOCTYI Yepe3 CETb
Wutepuer. Kypc moanepxuBaeTcsi CHCTEMOW JMCTaHIIMOHHOTO 00ydeHUus: moodle (MOmybHas
00BEKTHO-OPUEHTUPOBAHHAS JMHAMHYECKass ydeOHas cpena), K KOTOPOH MOKET TIOJy9HTh
JOCTYIl 3apEeruCTPUPOBAHHBIN MOJB30BaTENb uepe3 ceTb MHTepHer. Anpec Kypca B cuUCTEME
moodle MAT'Y: http://moodle.arcticsu.ru/course/view.php?id=23 ! — nekumonnas 4acTh Kypca;
http://moodle.arcticsu.ru/course/view.php?id=21 — npakTudeckas 4acThb Kypca.

B pamkax maHHOTO Kypca B cucteMe moodle, OpraHn30BaHo:

- B3aUMOJICIICTBHE O0yJaroNMXCsl MEKAY COOO M C TpemogaBaTeNieM: IS Yero
UCTIOJB3YIOTCS (POPYMBI U YaThI.

- nepeqada 3HAHUH B DIIEKTPOHHOM BHJE: ¢ TOMOIIBbIO (pailiioB, apXuBOB, BeO-
CTpaHHMII, JICKIIUH.

- MpoBepKa 3HAHWH W OOy4eHHE C TOMOINBI0 TECTOB W 3aJaHHi: PE3YNIbTATHI
paboThI 0OyJaromuecss MOTYT OTIIPABIATH B TEKCTOBOM BHJIE HUTH B BUe (hailios.

- COBMECTHasi yueOHasi UM HUCCleAoBaTelbckas pabora oOydarommMxcs 10
OTIPENICIICHHOM TeMe: ¢ TOMOIIBIO BCTPOSHHBIX MEXaHU3MOB: CEMUHApPOB, (GOpyMOB 1 TIp.

- XKypHaJl OLEHOK: B KOTOPOM YYHMTBIBAETCSI YCIIEBAEMOCTb OOYJAIOLIMXCS IO
OayuIbHOM cucTEME.

! I[J'IS[ TMOJIYy4YCHUs NOCTYyIIa K KypCy HCOGXO,HI/IMa perucTpanusi B CUCTEME U 3allUCh HA KypC.



TaxuM 00pa3oM, caMoCTOsITEeNIbHAS paboTa 00YJAIOIIETOCsS OPTAaHU3YETCS Yepe3 CUCTEMY
JUCTAHIIMOHHOTO o00yueHuss moodle MATY. Tak e JaHHasg CHUCTEMa HCIOJB3yeTCs
MPENOJaBaTeIEeM U B MPOLECCE MPOBEACHUS ayIUTOPHBIX 3aHSATUN, IJS: MPOBEACHUS TECTOB,
MPEAOCTABIICHUSI TPE3CHTAIMN JIEKIMA W METONWYECKHX PEKOMEHIAWid K BBITIOJHEHUIO
nabopaTopHbIX padoOT, ydeTa yCIeBaeMOCTH YJalUuXCsl.

1.1. Meroanyeckue peKOMeHIALUU MO OPTAaHM3AIMH PAGOTHI 00Y4YaIOUIUXCS BO
BpeMsl MPOBe/IeHH s JIEKIIMOHHBIX 3aHATH I

B xone nexnmii mperomaBaTenh M3NIaraeT M pazbsACHAET OCHOBHBIEC, HAHOOJIEE CIIOKHBIC
TIOHATHUS TEMBI, a TAKXKE CBA3aHHBIC C HEH TEOPETHUYECKHE W NMPAKTHUECKUE MPOOJIEMBI, TaeT
PEKOMEHIAIIMH HA CEMUHAPCKOE 3aHATHE M YKa3aHHS Ha CAaMOCTOSTENBHYIO padoTy.

3HAKOMCTBO C AUCHUIUIMHON IIPOUCXOIUT YK€ Ha TIEPBOI JICKIIHH, TJ€ OT 00yJaromerocs
TpeOyeTcst He MPOCTO BHUMAaHKE, HO M CaMOCTOSITENbHOE OopmileHrne KoHcnekTa. [Ipu padote ¢
KOHCIIEKTOM JICKIIMH HEOOXOIUMO YIUTHIBATh TOT (HaKTOp, YTO OJHU JICKIIUH JTAIOT OTBETH Ha
KOHKPETHBIE BOTPOCHI TEMBI, IPYI'Weé — JHIIb BBISBISAIOT B3aHMMOCBI3U MEXIY SBICHUSMH,
nomMorasi 00ydJaromemMycsi IOHATh TNIyOMHHBIE MPOIIECCH PAa3BUTHUS N3YdaeMOTO MpEeaMeTa Kak B
UCTOPHH, TaK ¥ B HACTOSIIIEE BPEMS.

KoncnektupoBanue JeKIMl — CIIOXKHBIM BHA BY30BCKOHW ayIMTOPHOM paboTHI,
MPEATIONATaloNINi WHTCHCUBHYIO YMCTBEHHYIO JIESTEIBHOCTH oOydaromerocs. KoHcmekT
SBIISICTCS. TIOJIE3HBIM TOTJA, KOT/Ia 3alMCAaHO CaMO€ CYIIECTBEHHOE M CAENAaHO 3TO CaMUM
oOydatommmcesa. He Hamo crpeMuThCsl —3amucaTh  JOCIOBHO — BCIO  JISKIMIO.  Takoe
«KOHCITIEKTUPOBAHME» MMPUHOCHUT OOJIBIIIE BpeAa, 4eM Mob3bl. LlenecoobpazHo BHavane MOHATh
OCHOBHYIO MBICJb, H3JIATaéMyI0 JIEKTOPOM, a 3aTeM 3amucath ee. JKenaTelpHO 3amuch
OCYIICCTBIIATh HAa OJHOW CTPAHMIE JIMCTA WM OCTaBIIA IOJIS,, HA KOTOPHIX MO3JHEE, IMpU
CaMOCTOSITENIHHON paboTe ¢ KOHCIIEKTOM, MOKHO CHEJATh JOMOJHUTEIFHBIC 3aIUCH, OTMETUTh
HETIOHSTHBIE MECTa.

KoHcrekT neknuu Jydire moapasnensiTs Ha MyHKTHI, COOI0Ias KPaCHYI0 CTPOKY. DTOMY
B Oonpmoil cremeHW OyayT CHOCOOCTBOBAaTH BOIMPOCH IUIAHA JICKIMH, TPEIJIOKCHHBIC
npernogaBarexsiM. Cieayer oOpamiaTs BHUMaHUE Ha aKIIEHTHI, BEIBOBI, KOTOPBIE JIETaeT JISKTOP,
oTMedass HamOojiee BaKHBIE MOMEHTHI B JICKIIHOHHOM MaTepHaie 3aMEUaHWsIMH «BaXHO,
«XOpOIIO 3aTIOMHHUTH» U T.I. MOXHO JIeaTh 5TO M ¢ TOMOIIBIO PAa3HOLBETHBIX MapKEepPOB WU
pYy4eK, O TIepKUBAs TEPMUHBI H OTIPEIICIICHHUS.

Llenecoobpa3Ho paspaboTaTh COOCTBEHHYIO CHCTEMY COKpalleHuid, abOpeBuaTyp u
cuMBOJIOB. OpHaKo TpW JanbHEWIeld paboTe ¢ KOHCIEKTOM CHMBOJBI JIydIle 3aMEHHUTH
OOBIYHBIMH CIIOBAMU JIs1 OBICTPOTO 3PUTEIHHOTO BOCHPHUSATHS TEKCTA.

PaGoTas Ham KOHCIEKTOM JIEKIWH, BCeraa HEOOXOOUMO HCIHOJIB30BaTh HE TOJBKO
y4eOHUK, HO U Ty JIUTEPATYPY, KOTOPYIO JOTIOJHUTETFHO PEKOMEHIOBAN JIEKTOp. MIMEHHO Takast
cepbe3Hasi, KpomoTiuBas paboTa ¢ JEKIMOHHBIM MAaTEpUaNOM II03BOJIUT TIIYOOKO OBIAACTh
TEOPETUIECKUM MATEPHATIOM.

DJNeKTpOHHBIE KOHCTEKTHl MPE3CHTAlMi JIEKIWA JOCTYIHBI JJII TMPOCMOTpa H
CKauMBaHMs OOydJaloOmMMCS B DJIIEKTPOHHOH oOpa3oBarensHOU cpene moodle MATY Ha
crpanmie Kypca: «MTHPOKOMMYHUKAIIMOHHBIE CHCTEMBI U CETH.

1.2. Meroauyeckue peKOMEHAALUH MO MOArOTOBKEe K NMPAKTUHYECKHUM 3aHATHIM
(1adopaTopHBIM /ceMUHApPaM)

[ToaroTOBKY K KaXIOMY MPAKTUYECKOMY 3aHATHIO OOyJaromluics JOJDKEH HadaTh C
O3HAKOMJICHHST C €ro IIJaHOM, OTPAXAIOIMM  COJAEpKAHWE IPEAJIOKECHHOM  TEMBI.
[MpogympIBaHHEe W W3Yy4eHHE BOIPOCOB IUIAHA OCHOBBIBACTCS HA TPOPAOOTKE TEKYIIETO
Marepuanga JeKIUH, W H3Yy4eHHs PEKOMEHIOBAaHHON 0O0s3aTeNbHON UM JOMOJHHUTEIBHOU
muteparypsl. HOBbIe MOHSATHSA 1O M3ydaeMoil TeMe HEeoOXOIUMO MpopadoTaTh W BHECTH B
[JI0CCapuil.



Pesynbrar Takoii paboThI JOJDKEH MPOSBUTHCS B CIIOCOOHOCTH 00YYarOmIeTrocs CBOOOIHO
OTBETUTh HAa TEOPETHUYECKHE BOMPOCHI MNPAKTUKYMa, €ro BBICTYIUIECHUM M YYacTHH B
KOJUIGKTUBHOM  OOCYKIEHHH BONPOCOB HM3y4aeMOW TEMbI, MPaBHJIHHOM  BBITIOJHEHUHT
71a00pATOPHBIX 3a1aHUI W KOHTPOJIBHBIX PadoT.

B mpouecce moaAroToBKM K NPAKTUIECKUM 3aHATHSIM, OOy4alOIIMMCS He0OX0auMOo
00paTuTh 0CO00E BHUMAaHHE HAa CaMOCTOSATEIFHOE HM3Y4eHHE PEKOMEHIOBAHHOM JIMTEPaTypHI.
[Ipu Bcelt moHOTE KOHCHEKTHPOBAHMS JEKIMH B HEM HEBO3MOXKHO H3JIOKUTh BECh MaTepHal
W3-3a JIMMUTA ayIUTOPHBIX dYacoB. l[loaTomy camocrosiTenpHass paboTra C ydeOHHUKaMW,
y4eOHBIMH TTOCOOMSAMH, HAYIHOW, CHPABOYHOHN IJIMTEPATypoil, MaTepualaMH IEPHOANIECKHX
m3gannii  u  MHTepHera  gBusercs  HamOosee  A(PQGEKTHBHBIM  METOJOM  ITOJY4EHHS
JOTIOJIHUTENIBHBIX 3HAHUH, MO3BOJISIET 3HAYUTENBbHO aKTHBHU3HPOBATh MPOLECC OBIAACHUS
uHpopMaIuei, cnoco0cTByeT 6oJiee TTyOOKOMY YCBOSHHIO H3y9aeMOoro MaTepuana, Gopmupyer
y 00y4aromuxcs CBOE OTHOIIECHHE K KOHKPETHOH mpobieme.

JlaGopaTopHble 3aHATHS 3aBEpPHIAIOT HW3yYCHHE HaAMOOoJiee BAXHBIX TeM Yy4eOHOMH
mucoumuHel. OHU CIly)KaT AJsl 3aKpeIUICHUS M3YYEHHOTO MaTepuana, pa3BUTHS YMEHHHU H
HaBBIKOB TIOATOTOBKH JOKJIAIO0B, COOOIICHUH, MPUOOPETEHHS OIBITa YCTHBIX ITYOJIMYHBIX
BBICTYIUIGHUH, BEIEHHUSl AWCKYCCHM, apTyMEHTAIlMH M 3alUThl BBIIBUTAEMBIX IMOJIOXKEHUH, a
TAaKXKe [ KOHTPOJISI MpPEnoJaBaTeNieM CTElNEeHU MOATOTOBJICHHOCTH OO0yJaroumxcs 1o
nzydqaemoil gucuurummHe. Ha naGoparopHbIX 3aHATHSX 00ydaromIuecss COBMECTHO C
npenogaBareieM OOCYKIAlOT BbIIAHHBIE UM 33[aHMs, 3aJal0T MHTEPECYIOIIME UX BOMPOCHI U
BBITMIOJHSIOT HAa KOMIIBIOTEPAaX CaMOCTOATEIbHO HIIM B TPYNNax CBOM 3aJaHUS, HCIOJb3Y
mporpaMMHOE OoOecTieueHne TpeACcTaBIeHHoe B paboueil mporpamme. Kakmoe BbImonHEHHOE
3amanne oOydaronmics o0s3aH oQOpMUTH B BHAE OTYETA W 3alIUTUTH ero. Meroandeckne
peKoOMeHauy K JIabOpaTOPHBIM 33JaHUSAM IOCTYITHBI JIJI1 O0YdJalomierocss B cucreMe moodle
MATY Ha caiite kypca: « THPOKOMMYHHKAIMOHHBIE CUCTEMBI U CETH.

CeMuHap mpeamnoyiaraeT CBOOOJHBIM OOMEH MHEHUSIMH 10 W30paHHO# Tematuke. OH
HAYMHACTCS CO BCTYNHUTENHHOTO CJIOBAa MpETojaaBaTels, (popMymHpyromero nenb 3aHATHS U
XapaKTepU3yIOUIETO €ro OCHOBHYIO MNpOOJieMaTHKy. 3areM, Kak IPaBHiIO, 3aCITylIIHBAOTCS
cooOmennst oOywaromuxcs. OOCykneHHe COOOMIEHHS COBMEMIACTCS C  PAacCMOTPEHUEM
HaMEUYEHHBIX BONPOCOB. COOOLICHNUs, MPEATIONATAIONINe aHAIN3 ITYOJUKAIUN MO OTAEIBHBIM
BOINPOCAaM CEMHUHAapa, 3acayLIMBAIOTCSl OOBIYHO B cepenrHe 3aHsaTus. [loompsercs: BelIBUXKEHUE
U 00CyXIIeHHE aJIbTePHATUBHBIX MHEHUU. B 3aK/II04MTENT-HOM CIIOBE MpEenoaaBaTelib MOJBOIUT
UTOTH OOCYKICHUS W OOBSBISET OLEHKU BBICTYNABIIMM OOydJarommMmcs. B mensx KOHTpOJs
MOATOTOBIEHHOCTH 00YYaIOIIUXCS U MPUBUTHUSI UM HABBIKOB KPATKOTO MHCbMEHHOTO M3JI0KEHUS
CBOMX MBbICJICH MpenojaBareib B X0A€ CEMHUHAPCKUX 3aHSATHI MOXKET OCYIIECTBIIATH TEKYIIHMH
KOHTPOJIb 3HAHUI B BUJIE TECTOBBIX 3aJaHUM.

[Ipn moaroToBke K ceMuHapy OOydarolpecss UMEIOT BO3MOKHOCTb BOCHOJIb30BAaThCS
KOHCYJAbTaUMSIMH TpenopaBareis. Kpome ykazaHHBIX TeMm oOydaromiuecsi BIpase, IO
COTJIACOBAHMIO C TPETIOAaBaTeleM, H30UpaTh U IPYTue NHTEPECYIOINE UX TEMBI.

KagectBo  y4eOHOI  paboThl  OOydJarOImIMXCSl  MPENoJaBaTeNlb  OICHWBACT  C
WCTIOJIb30BaHMEM TEXHOJIOTUUECKOW KapThl IMCUUIUIMHBI, pa3MENIeHHOW Ha caiite ¢umana
MATY.

1.3. Mertoanuyeckue peKoOMeHIAIHU N0 padoTe ¢ JUTePATypOid

PaGoTy c mureparypoil meirecooOpa3HO HadaTh ¢ M3Y4CHHS OOMMX paboOT MO TeMe, a
TakXke y4eOHUKOB M ydeOHBIX ocoOmil. Jlaee peKoMeHIyeTCsl TIEPeHTH K aHaJIn3y MOHOTpaduii
W CTaTeil, pacCMaTPUBAIOIINX OTHIEIBHBIE ACTIEKTHI MPOOJIEM, M3y4aeMbIX B paMKax Kypca, a
Takke OQHUIMANbHBIX MarTepHajoB W  HEONMYOJMKOBAaHHBIX  JOKYMEHTOB  (Hay4HO-
HCCIIeTOBATEIBCKHAE PAOOTHI, IUCCEPTALINH), B KOTOPHIX MOTYT COJIEPKATHCS OCHOBHBIE BOTIPOCHI
n3ydaeMoi poOIIeMBl.



Paboty ¢ ucrouynnkamu HaJO0 HAYMHATH C 03HAKOMHUTEIBHOTO YTEHHUS, T.€. MPOCMOTPETh
TEKCT, BBIAETSSL €ro CTPYKTYpHblEe eAuHUIbL. Ilpy 03HAKOMHUTENBPHOM YTEHHH 3aKIaKaMu
OTMEYAIOTCS T€ CTPAHUIIBI, KOTOPBIE TPEOYIOT O0Jice BHUMATEIHHOTO H3yICHHUSI.

B 3aBUCHMOCTH OT pe3y/lbTaTOB O3HAKOMHTEILHOTO YTEHUS BBIOMPACTCS NAIbHEUIIHIA
croco® paboTbl ¢ HMCTOYHWMKOM. Ecii s paspelieHus TMOCTaBICHHOW 3amadd Tpedyercs
U3y4eHHE HEKOTOPHIX (PParMEeHTOB TEKCTA, TO MCIIOJIB3YeTCsl METO BHIOOPOYHOTO YTeHus. Ecim
B KHUT€ HET MOJPOOHOTO OTJIABJICHUSI, CIIeYeT 0OpaTUTh BHUMAaHNE YICHUKA Ha MPEIMETHBIC U
HWMEHHBIC yKa3aTelu.

W30panHble (parMeHTHl WM BECh TEKCT (€C/IM OH IEITMKOM MMEET OTHOLICHHE K TeMe)
TpeOyIOT BAYMYUBOTO, HETOPOTUIMBOTO YTEHHS C «MBICIIEHHOU TIpopaboTKoi» Marepuana. Takoe
YTEHHE TMpPEArNoiaraeT BblJeNeHHe: 1) IIaBHOrO B TEKCTE, 2) OCHOBHBIX apryMEHTOB; 3)
BbIBOI0B. Oco00€ BHUMAaHNUE ceyeT 0OpaTHTh Ha TO, BRITEKAET TE3UC U3 apTYMEHTOB HMJIH HET.

HeoOxogumo Takxke mpoaHaNW3UpOBaTh, KaKHUE€ U3 YTBEPXKIEHUH aBropa HOCAT
Mpo0IeMaTHYHbBIH, THIIOTETHYECKUN XapaKTep U YIAOBUTH CKPBIThIE BOIIPOCHL.

[TonsTHO, 9YTO YMEHHE TaKUM 00pa3oM paboTaTh ¢ TEKCTOM MPUXOIUT AAJEKO HE Cpasy.
Hanmyqmmii cnoco® HayduThCS BBLACTATH TJIaBHOE B TEKCTE, YJIAaBIHMBATH MPOOIEMaTHYHBII
XapakTep YTBEPKIEHUH, NaBaTh OLCHKY aBTOPCKOM MO3MIMH — 3TO CPaBHHUTEIBHOE YTEHHUE, B
X0JIe KOTOPOTO OOY4YaloUIMiiCsl 3HAKOMUTCSL C Pa3IMYHBIMU MHEHHUSIMHU 10 OJHOMY M TOMY K€
BONPOCY, CPaBHHBAET BECOMOCTb M JOKa3aTeJIbHOCTh apryMEHTOB CTOPOH M JIEJaeT BBIBOJ O
HanOoJbIIeH YO TUTETbHOCTH TOM WM WHOW TIO3UIIHH.

Ecmu B nuteparype BcTpedaroTcsl pa3Hble TOYKU 3PEHUS 10 TOMY WM MHOMY BOIIPOCY
n3-3a2 CJIOXHOCTH TPOIICNIINX COOBITHH W TPAaBOBBIX SBICHWH, HEIB3sI WX OTBEpraTh, HE
pa3oOpaBmmcek. [lpr HamMYuM pacXoXKACHHH MEXKIYy aBTOpaMHM HEOOXOAWMO HAWTH
palMOHATBHOE 3ePHO Y KaXKIOTO M3 HUX, UYTO IMO3BOJUT TIyO)KE YCBOWTH MPEAMET U3Y4CHUS H
0oJilee KPUTHIHO OICHWBATh U3y4aeMbIe BOIPOCHL. 3HAKOMSICH C OCOOBIMHU TO3UIMSIMHU aBTOPOB,
HY>KHO OTIPEACIISITh UX CXOXKUE CYKACHHSI, apTyMEHTHI, BEIBOIBI, 4 3aTEM CPAaBHHUBATH UX MEXIY
co0oif ¥ MPUMEHATH U3 HUX Ty, KOTOpast OoJiee yOenuTenbHa.

CrnemyronmM dSTaroM paboThl C JIMTEPATypHHIMH HMCTOYHUKAMH SIBIISIETCS CO3JIaHUE
KOHCIIEKTOB, ()MKCHPYIONIMX OCHOBHBIE TE3WCHI M apryMeHTHl. MOJKHO JenaTh 3amicH Ha
OTIENBHBIX JIMUCTaX, KOTOpble IOTOM JIETKO CHCTEMAaTHU3UpOBaTh MO OTAEIbHBIM TeMam
nu3ydqaeMoro kypca. Jpyroi cmoco0 — 3TO BEJCHHE TEMAaTHYECKUX TETPaJel-KOHCIIEKTOB TIO
OMHOU KakoW-mbo Teme. bBompmme crenuanbHble pabOTBI MOHOTPAa(UUECKOTO Xapakrepa
1enecooOpasHo KOHCIIEKTUPOBAaTh B OTHENBHBIX TETpaasx. 3[€Ch Ba)KHO BCIOMHHUTB, YTO
KOHCIIEKTHI MUIIYTCSI Ha OJHOM CTOPOHE JIMCTA, C MOJSIMUA U IOCTATOYHBIM JJISI UCIIPABICHUS U
peMapoK MEXKCTPOYHBIM pACCTOSHHEM (3TH TMpaBWia COOMIOHAIOTCS Uil ymoOcTBa
penaktupoBanus). Eci B KOHCIIEKTaX MPUBOAATCS IIUTATHI, TO HETIPEMEHHO JIOJDKHO OBITh JaHO
yKa3zaHue Ha UCTOYHHMK (aBTOp, HA3BaHUE, BHIXOAHbBIE NaHHbIe, Ne cTpanuubl). Biocneacteum sta
nHPOpPMAIIUU MOKET OBITh WCIOJB30BaHA IMPH HANMHMCAHWW TEKCTa pedepaTa WM IPYroro
3aJaHusl.

Taxum 00paszom, mpu padoTe ¢ UCTOYHUKAMH U JIUTEPATYPOil BaXKHO YMETh:

— COIIOCTaBIISATh, CPAaBHUBATH, KJIACCU(UIIMPOBATH, TPYINITUPOBATh, CHCTEMATU3UPOBATH
HH(POPMAITUIO B COOTBETCTBUH C OTIPEICIICHHON yaeOHOH 3a1auei;

— 00001maTh MOIy4eHHYI0 HHPOPMAIIHIO, OLEHUBATH MPOCITYIIAHHOE U MPOYUTAHHOE;

— (uKCHpOBAaTH OCHOBHOE COJIEp)KaHHE COOOIeHHd; (opMymHpoBaTe, YCTHO U
MUCBMEHHO, OCHOBHYIO HJICI0 COOOIIECHNUST; COCTABIATH TUIaH, (YOPMYIHPOBATH TE3UCHI;

— TOTOBUTH U MPE3ECHTOBAThH PAa3BEPHYThIE COOOLICHUS THIIA JOKIAA;

— paboTarb B pa3HbIX peXKUMax (MHIAMBUIYAIbHO, B Mape, B IPYMIE), B3aUMOJICHCTBYS
ApYT € IPYroMm;

— TIOJB30BaThCA pedepaTHBHBIMU U CIIPABOYHBIMU MaTEpHAIAMH;

— KOHTpPOJIMPOBATh CBOW JICHCTBUS W JICUCTBUS CBOMX TOBapuIled, OOBEKTHUBHO
OLICHHBATh CBOM JEHCTBHS;



— o0pamaTtbcs 3a TIOMOIIBIO, JOTIOJHUTENHFHBIMU PA3bICHCHHUSIMH K TIPETOaBaTEIro,
OPYruM 00 ydarOIIMCS.

— TI0Jb30BAThCS JIMHTBUCTUYECKOM WM KOHTEKCTYaJIbHOW JOTalIKOM, ClOBapsMU
Pa3IMYHOTO XapaKTepa, Pa3jIMdHOro Poja MOACKa3KaMU, OTIOpaMU B TeKCTe (KITIOYEBBIE CIIOBA,
CTPYKTYpa TEKCTa, IpeaBapstonas nadopManus 1 Jip.);

— HCIOJIb30BaTh NIPH TOBOPCHUM U TTUChME Tiepu(pa3, CAHOHUMUYHBIC CPEICTBA, CIIOBA-
OIHCaHUs OOIIMX TIOHATUH, pa3bICHEHHUS, TPUMEPHI, TOJKOBAHHMS, «CIIOBOTBOPUYECTBOY;

— TOBTOPATh WM TepedpaspoBaTh PEIUIMKY COOCCEHUKA B  TIOJITBEPKICHHUH
TTIOHUMAaHHUSI €TO BBICKA3BIBAHUS WJIM BOTIPOCA;

— 00paTUThCS 32 MOMOIIBIO K COOECETHUKY (YTOUHUTH BOTIPOC, TEPECIIPOCUTD U JIp.);

— HWCIOJB30BaTh MUMUKY, )XE€CTHI (BOOOIE W B TEX CIyJasX, KOT/Ia SI3BIKOBBIX CPENCTB
HE XBaTaeT JIJIsl BRIPKEHUS TE€X WJIM WHBIX KOMMYHUKATHBHBIX HAMEPEHUH ).

1.4. Meroauyeckue peKOMEeHIAUMH 0 MOArOTOBKE K caye IK3aMeHa

[TonroToBKa K 9K3aMEHY CIIOCOOCTBYET 3aKpEIUICHHIO, YIIIYOJEHHI0 W 000O0IIEeHHIO
3HaHWH, TOJydaeMbIX, B TMpolecce OOydeHHS, a TaKke NPUMEHEHHIO HUX K PEIICHHIO
MPAaKTHIECKUX 3a7a4. | 0TOBSICH K AK3aMeHY, 00yJarONIHiACs TMKBUIUPYET NUMEIOIIHECs POOeibl
B 3HAHMAX, YIIIYOJET, CHCTEMAaTH3WPYyeT W YIOpPSIOYMBaeT CBOM 3HaHWS. Ha »k3ameHe
o0 ydJarommiicss AeMOHCTPHPYET TO, YTO OH MPHUOOPEN B MPOIecCe U3YICHHUS JUCITUTUTIHEIL.

B ycinoBusix mpumensiemoir B MAT'Y 0Ga/uTbHO-pEHTHHTOBOI CHCTEMBI MOJATOTOBKA K
9K3aMEHY BKJIIOYAET B C€0S CAMOCTOATENBHYIO U ayIUTOPHYIO paboTy 00ydaromerocs B TCUeHNE
BCErO0 TIepHuoAa W3y4eHWs JUCIMIUIMHBI W HENOCPEACTBEHHYK) IOATOTOBKY B JHHU,
MPEAIIECTBYIOIINE DK3aMEHY T10 pa3fenaM M TeMaM U CLHUTITNHBIL.

[Tpu moATOTOBKE K PK3aMEHY OOyJaroIMMCs IeIeco00pa3sHo HCIOIb30BATh HE TOJBKO
MaTepHuaibl JEKIUH, a 1 pEKOMEHIOBAaHHBIE OCHOBHYIO U JOTIOHUTENBH YIO JIUTEPATYPY.

[Tpu moArOTOBKE K MPOMEKYTOUHOM aTTECTALNH LIEIECO00Pa3HO:

— BHHMMATEIbHO H3Y4YHUTh IIEPEYCHb BONPOCOB M OIPENEIUTh, B KaKHX HCTOYHHKAX
HaXOJISATCS CBEICHNSI, HEOOXOAUMBIC NIl OTBETA HA HHX;

— BHHUMATENbHO NPOYNUTATh PEKOMEHI0OBAHHYIO JIUTEPATYPY;

— COCTaBHUTb KPAaTKHE KOHCIIEKTHI OTBETOB (IJIAHBI OTBETOB).

KagectBo  y4eOHOI  paboThl  OOydJarONmIMXCSl  MPENoJaBaTeNlb ~ OICHWBACT  C

WCTIOJIb30BaHNEM TEXHOJIOTUYECKOW KapThl IUCLUUIUIMHBI, pa3MENIeHHOW Ha caiite ¢umana
MATY.

1.5. Meroauyeckue peKOMeHIA MM 1JIsl 3AHAATHI B HHTEPAKTUBHOM (popme

B ygeOHOM mporiecce, MOMUMO YTSHUS JICKIIUA W ayIUTOPHBIX 3aHATHHA, UCTIONB3YIOTCS
WHTEpaKTHBHBIE (OpMBL. B codeTanmnm ¢ BHeayAWTOpHOW pabOTON 3TO CHOCOOCTBYET
(OpMHUPOBAHUIO U PA3BUTHIO PO(PECCHOHATFHBIX HABBIKOB 00 yJarOIIIXCSI.

HuTepakTiBHOE 00yYeHHE TPEACTaBIsIeT CO00W CMOCO0 TMO3HAHUS, OCYIICCTBISICMBIA B
(opMax COBMECTHOW NESITEIBHOCTH OOYYArOIIUXCS, T.€. BCE YYAaCTHUKHA 0OO0Opa30BATEIHLHOTO
mporecca B3aMMOJICHCTBYIOT JIPYT C JPYrOM, COBMECTHO PEIIAlOT TOCTaBICHHBIE MPOOIEMBI,
MOJICIMPYIOT CUTYalluH, OOMEHHMBAIOTCS MH(OpMAIMeEl, OICHUBAIOT JIEHCTBHE KOJUIET M CBOE
COOCTBEHHOE TOBEICHHUE, MOTPYKAIOTCSA B PEATRHYIO aTMOC(Epy AENOBOTO COTPYIHUYECTBA IO
paspereHnio TpooIeMm.

B xypce m3ywaemoit mucuurumHbl «HPOKOMMYHHKAIMOHHBIE CHUCTEMBI M CETH» B
MHTEPaKTHBHOH (hopMe Yachl HCIONB3YIOTCS B BUJIE: TPYIIIOBOH JUCKYCCHH.

Temartuka 3aHITHH C UCTIOJIF30BAHUEM MHTEPAKTUBHBIX (OPM:

‘-Iacm, OTBOJAMMBIC HA HHTCPAKTUBHLIC

Ne OpMBI
Tema WnrepaktusHas popma op
IIpakTyeckue

3aHATUA

Jlexun

1. | Kananbuelii yposens B JIBC. I'pynmosas puckyccus - 2




2. | Ceresoii ypoBenb Mogenu BOC. I'pynnosas puckyccus - 2
3. CrpyxTypusauma o I'pynmosas puckyccus - 2
I/IH(bOKOMMyHI/IKaI_[I/IOHHI)IX CCTCU.
4. | C6op u aHANIM3 CETEBOro TpaduKa. I'pynmosas puckyccus - 2
5. KOMHJ}GKCHLII‘/II MOHHUTOPUHI" CETEBbIX prHHOBaH JHCKYyCCHs _ 2
YCTPOHCTB.
6. | Texuuueckas 6e3omacHocts JIBC. I'pynmosas puckyccus - 2
HUTOIo 12 yacos
2. I[Inanbl 1a60paTOPHBIX 3AHATHIL:
JlaGopatopHas padora 1. OpraHu3as MPOBOJTHOTO CETEBOTO CETMEHTA.
Inan:
L. OpraHn3oBarbCcs B TPYIITY U3 2-X YETOBEK JJIs BHIIOJIHEHUS pabOTHI;
2. CrutaHHpOBaTh BBHITIOJHEHUE PAOOTHI M paCpENCIUTh 00S3aHHOCTH MEXKIy WICHAMU
IpynmnsbL;
3. CornacoBars ¢ IpenoiaBaTeseM pacnpeaeicHie 00s3aHHOCTEH;
4. [Momyants y mnpenomaBarens (WM OBITh TOTOBBIMH BHIOpAaTh CaMHM, €CIH

MPEToaBaTelb NPEAJIOKUT) 000pyIOBaHNE: KOHHEKTOPHI, 00)KUMHOW MHCTPYMEHT, CErMEHTHI
Kabest, KOMMYTaTop;

5. BBITOTHNTE 00KMM CErMEHTOB KaOens Mo MpsMoi cxeme ¢ moiydeHueMm N (KoJ-Bo
YTOYHHUTH Y MIPENOIaBaTeNs) MaTIKOPAOB B PE3YIIbTaTE;

6. [oaxmounte 2 I[I9BM (yrounuts y mnpenogaBaTensi Kakux) MNaTYKOpAAMU K
KOMMYTaTopy;

7. [IpomapkupoBaTh KOHIBI TATYKOPIOB;

8. 3arpysute OC Ubuntu © BBINOJIHUTH HACTPONKY CETEBBIX HWHTEPQEcoB
nokmoueHHbIX [I19BM ¢ ¢ukcanmeii HacTpoek B KOHGHUrypannoHHbIX (aiimax OC.

9. Anpeca mpucBouth mno cienywoomen cxeme: 1.1.Homep komanasl.Homep [I9BM
(HampuMmep, U1 KoMaHbI o0 yqaronuxcst Homep 2 u [I9BM Homep 10 agpec Oyayr 1.1.2.10);
10. 3adukcupoBaTh B OT4YeTe (PU3UYECKYI0 CXEMy TMOAKIIOYEHHUS, C yKa3aHUEeM

WCTIOJIb30BaHHBIX MOPTOB KoMMyTtaTopa, MAC anpecoB cereBsix nnTepdeiicoB u IP u agpecos
XOCTOB B OTYETE;

11. BemonanThs TecTHpoBanue noakmodeHus yrmumToid PING makeramu mo 32 Gaifrta u
1000 GaiiT, 3aUKCHPOBATH B OTYETE BPeMs OTKITHKA;

12. BBHIMTOTHNTE TECTHPOBAHUE CKOPOCTH COSAMHEHHS MEXKIy XOCTaMH, 3a(pUKCHPOBATH
CKOPOCTb B OTUETE.

13. He oTkmovast coOpaHHO YCTaHOBKM MPUTIACUTD MPETIOIaBaTeNs Ul JeMOHCTPALINY;
14. 3alIMTUTE OTYET Y MPEnogaBaTels.

Jlumepamypa: 3, c. 47-67].

Bonpocuwl k epynnosoui ouckyccuu:

[Mpunn paboTel 00)KUMHOTO HHCTPYMEHTA?

KakoBa MmakcuMaibHas JiMHA cerMenTa kabens B Ethernet Ha BuTol mape?
Uemy npucBausaetrcst MAC agpec?

Uemy npucBauBaercs [P agpec?

Kaxk «paboTtaer» ARP nporokon?

Kaxk 3amuTath cereBoe ycTpoiictBo mo texnosorun PoE (Power over Ethernet)?
Uewm kanp Ethernet otmmuaercs ot [P-makera?

3augem B kaape Ethernet ykaspiBaetcst KOHTpOIBbHAS cymMma?

NN BN =

3aoanue ons camocmosimenvHoli pabomoi

L. VYcranosuts rocreByto OC Ubuntu vHa BupTyaneHyto [1DBM, co3maHHYO ¢ MTOMOIIBIO
I1O VirtualBox, Ha nomammei [IDBM.

2. Hactpowuts cereBoe noaxmouenue [I9BM c rocreBoit OC k cetn UnTepHer.



Jlabopatopnas pabora 2. CereBoit ypoBeHb Mogem BOC. CoenuHenme ceTeil ¢ MOMOIIBIO

MapIIpyTU3aTopa.

Inan:
L. Oprann3oBarbcs B KOMaHIYy W3 2-X YEJOBEK IS BBIMOJHEHUS PabOThHL. 3a KaKIbIM
YWIEHOM KOMaHbl 3aKkperuisiercs onna [IDBM, 3a HacTpoiiKy KOTOPOH OH OTBEYacT;
2. CrutaHHpOBaTh BBHITOJHEHUE PAOOTHI M PACIIPENCIUTh 00S3aHHOCTH MEXKIY WICHAMU
IpynmnsbL;
3. [Momyants y mpenonaBarens (WIM BEIOpAaTh caMuM) 000pyIOBaHUE: MapIIpyTHU3aTop,
2 maT4-KopAaa;
4. Cobparts cerment: [I9BM ---- mapuipyruzarop ---- [IDBM.
5. Ompenemuts cuctemy IP agpecammu moaxmroueHHbx [I19BM, ncxons u3 crnemyrommx
YCJIOBHIA:
6. - KoMaHnme Belmaercs (Oompmras) cerh  kimacca C ¢ MACHTUOHUKATOPOM
2.2.H0mep_komaHnb1.0/24 (Hanpumep 17t KoMaHbl 7 — ceThb 2.2.7.0/24 );
7. - xaxnyio [I9BM, BBepeHHyI0 KOMaHAe, CIelyeT IOMECTUTh B OTIACIbHYIO MOJACETh
(GopIION ceTH) + 3Ta MOJACETh AOJKHA BMeIaTh He MeHee 11 XocToB;
8. B oruer BHeCTH HIEHTU(UKATOPHI MCXOTHON W TOJYYEHHBIX ITOJCETEH, a TaKKe
CXeMy pacuera.
9. Kaxnprii wien xomannel 3arpykaer OC Ubuntu u BBHIIONHSET HACTPOWKY CETEBBIX
uHTepdeiicoB BBepeHHoit [19BM, ncxons w3 omnpenereHHONW HA MPEABIIYIIEM Iare, CHCTEME
azpecaluy;
10. Jlanee oauH WIEH KOMAaHIBlI NPHUCBAWBAECT NONOMHUTENBHBIN [P aapec cereBoMy
uHTepdeiicy cBoeit [IOBM s coemuHEHHMST C  HEHACTPOCHHBIM — MapUIPYTH3aTOPOM.
OcymecTBIsSICT MOAKIMIOYCHHE K HEMY M €ro HAcTPOWKY Uil OOeCHedYeHHs CBS3H MEXIy
nojcerssMu u3 mara 5. [Tocne wero gonomHuTensHBIN anpec ¢ [IDBM youpaercs;

11. Kaxxaplit unen komaHzael nposepsieT ceteBoe coequHenue ceoeil [IDBM c II9BM u3
JPYroi CeTH M MapIIpyTU3aTOPOM YTHIIMTOM ping. 3aHOCUT B OTYET BPeMsI OTKIIHKA;

12. Kaxnerit unen xomannelt Ha cBoedt [IDBM ompememser mapmpyr (TIUTF03) 110
YMOJTYaHHUIO;

13. Kaxxnpiit unen komaHzael npoBepsieT ceteBoe coequHeHue csoeil [I9BM ¢ IIOBM u3
JPYroi CeTH M MapIIpyTU3aTOPOM YTHIIMTOM ping. 3aHOCUT B OTYET BPeMsI OTKIIHKA;

14. Kaxxaplii unen koMaH bl TOAKIIOYAETCS K MapIIPyTU3aTOPy U OTPAXKaeT B OTUYETE €ro

TabJMITy MapIIpyTH3alny B BUJE HA00pa CTPOK (MapIIpyTOB) CIESAYIOMIETO BHIA!
Ha3HaueHUe — IITI03 _Ha3HAYEeHUsS — CETEBOM HMHTEpdeiic — MeTpuka

Hanpuwmep:
1.4.2.024 1.4.2.252 ethO  20;
15. Kaxxaplii unen koMaHabl OPUBOAUT B OTYETE TaOnuy Mapupyruzanuu csoeit [I9BM

B BHJIe Ha0opa CTPOK (MapIIpyTOB) CIIEAYIOMIECTO BU/A!
Ha3HaueHNe — IITI03 _Ha3HAYEeHUsS — CETEBOM HMHTEpdeiic — MeTpuka

16. Hanee HE0OX0MMO 3aUKCHPOBATH B OTYETE CXEMY IMOIKITIOYCHHSA, C YKa3aHUEM ip
aJ[pecoB XOCTOB B TOM YHCJIE MapIIPyTU3aTopa (C MaCKaMu KOHEYHO);
17. Jlanee ciemyer, He OTKIIOYas COOpPAaHHON YCTaHOBKH, MPUTIACUTH IIPEIOIaBATEIS

Uil TeMOHCTpanyuy (OBITh TOTOBBIM BBOAHMTH HCIOJB30BaHHBIE KOMAaHIBI C HyIs — T.e. 0e3
HCIOJIb30BaHUS UICTOPHN );

18. 3alIMTUTE OTYET Y MpenogaBaTers.

Jlumepamypa: [4, c. 116-124].

Bonpocuwl k epynnosoui ouckyccuu:

L. 3aueM HyXEeH MapUIpyTu3aTop?

2. UYro Takoe MMpOKOBEIaTeIbHBIN Tpaduk?

3. 3ayeM HYXHO JIOKQJIM30BBIBATh ITMPOKOBEIIATENbHBIN Tpaduk?



4. Kak B 00meM moxHO 6osbmnyto [P ceTs pazouts Ha 6osee Menkue mojaceTu?

5. Uem MapuipyTHU3aTOp OTIMYAETCS OT KOMMYyTaropa?

6. Bynyr nu II3BM nunrosars Ipyr Apyra €Cid MapLpyTu3aTop B MOJYy4€HHOM CETMEHTE
3aMeHuTh Ha kKommyTtarop? [louemy?

3aoanue ons camocmosmenvHol pabomul

1. VYcranoute 2 rocreBeie OC Ubuntu na Bupryanehasie [I1DBM, cos3manHbIE C
nomoiipio 10 VirtualBox, Ha qomaiunei [IBM.
2. Pa3mectuTh HacTpoeHHBIE BHUPTYyalbHbIE MAIIWHBI B Pa3HBIX CETSIX M HACTPOUTH

CETCBOC MMOAKIIOUCHUEC MEXKIY HUMMU.

JlaGopatopnas pa6ota 3. Crpykrypuzanus HH)OKOMMYHUKAIIMOHHBIX ceTeld. OpraHu3amus

BHUPTYAJIbHOTO CETEBOTO cerMeHTa ¢ nomoisio VLAN.

Ihan:
1. BriOpats He0O0X0MMOE TS BBITIOTHEHUST padOTHl 000PYyIOBaHHE M3 TP EICTaBICHHOTO;
2. Co0pars cermeHT (puc. 1).

A

Cetb 1 CeTb 2 Gt 3

Puc. 1. CermenT 6e3 MapmpyTu3aTropa (3Be3/10i 0003Ha4€H KOMMYTATop).

3. Kaxnerii unen komannel 3arpykaer OC Ubuntu u BBINONHSET HACTPOMKY CETEBBIX
uHTep deiicoB BBepeHHoit [I9BM.
4. Anpeca Bcem [I19BM npucBouTs N0 cieaymomei cxeme:

3.Homep_komaHnel.HOMep cetu.HoMmep [IDBM macka 24 (255.255.255.0)
Hanpuwmep, s [I9BM Homep 12, cetn 3 1 komaHIbl 7 afgpec OymeT TakKuMm:

3.7.3.12/24;
5. Hanee HeoOXoauMO 3aHUKCHPOBATH B OTYETE CXEMY MOJKIIOYEHHS, C YKa3aHUEM ip
aapecos [I9BM;
6. Kaxxaplii unen xoMaHIpl IPOBEPSIET HATUMUKUE (UM OTCYTCTBUE) CETEBOE COCOUHEHHE C
cocenneit [I9BM ¢ momonipio yTHimThl ping. 3aHOCUT B OTYET BPEMs OTKIIMKA;
7. Janee xomaHIa MPOU3BOIUT CETMEHTHPOBAHHME CETEBOIO CETMEHTa Ha KOMMYTAaTope,
TakuM 00paszom, 4ToOsl [I9BM H3 pasianuHbIX ceTell «monam» B oTaeabHbI VLAN;
8. Jlanee KoMaHAa TPOM3BOJUT HACTPOWKY NOpPTa KOMMYTAaropa, B KOTOPBIA OymeT

MOJKIIFOYaThCsl Mapmpyruzatop. HamoMHUM, 9TO AaHHBIA TOPT JOJDKEH OBITH WICHOM TEX
VLAN, koTopble cOOTBETCTBYIOT IP-ceTsimM, coeinHsAeMbIX MapLIpyTU3aToOpOM;

9. C yuyeToMm mpeaplAyIIEro mara KoMaHaa MpOU3BOAUT HACTPOMKY MapIIpyTu3aTopa. ITo
MperoiaraeT Co3IaHue/HaCTPOHKY OTAEIBHOTO CEeTeBOTO MHTepdelica s mepeaadu Tpaduxa
u3/B oTaensHblii VLAN;



10.  BrimonHsercs NOJKIIOYEHHE MapIIPYTH3aTOpa K HACTPOEHHOMY MOPTY KOMMYTaropa

(puc. 2);
/ I AN
| [ | il [ | RE [ | |
Cetb 1 Cetb 2 Cemb 3
Puc. 2. llogkimouenne MapiipyTu3aTopa.

11.  Kaxnapiii yineH koMaHabl HacTpauBaeT Ha ceoelt [IDBM mapuipyr no-yMmordaHuio;
12.  Kaxnaplii uwieH KOMaHAbI IPOBEPSIET ceTeBOE coeanHenue ¢ coceanerd [I9BM ¢ nomomipio
YTUIHTH ping. 3aHOCUT B OTYET BPEMsI OTKITHKA;
13. Kaxaplii 4ujgeH KOMaHBl OTOOpaXKaeT B OTYETE CXEMY KOMMYTATopa, BKIIFOYAIONIYIO
MPUHAJJIEKHOCTD €ro NOPTOB K 3a1aHHbiM VL ANawm;
14.  Kaxnaplii wieH KOMaHAbI OTOOpa’kaeT B OTYETe (PU3MUYECKYI0 CXEMY COCIMHEHHH C
yKa3aHueM ip- ajpecaruy;
15.  Komanma neMoHCTpHPYET pabOTOCTIOCOOHOCTh YCTAHOBKH TPETIO1aBaTEINIo.

Jlumepamypa: [3, c. 86-129].

Bonpocuwl k epynnosoti ouckyccuu:

1. Kyna yka3piBaeT MapmpyT no-yMOJ4aHHIO Ha XOCTax B CerMeHTax?

2. Urto takoe ICMP u 3aduem oHO HYXHO?

3. Yro Oymer eciu mopT KOMMyTaTopa 100aBuT HeTIrupoBaHHbIM B 0-if VLAN u 77-i1?

4. UeMm oTiHMYaeTCsl TITMPOBAHHBIA MOPT OT HETITUPOBAHHOTO B pPaMKaX TEXHOJOTHUHU
VLAN?

5. Uro takoe PVID u 1151 4ero oHO HY>KHO?

6. OTkyna KOMMYTaTOp «y3HaeT», 4To Kajp aapecoBaH B HEKOTOPbIii VLAN?

7. Nmeercs [19BM, noakimoueHHas K HOPTy KOMMyTaropa, Bxoasmemy B VLAN 45 kax

HETATUPOBAHHBIN — coenrHeHue ectb. [Iponaner i coenqunenue, ecnu 3ty [I9BM noaxmounTs
K JAHHOMY MOPTY Y€pe3 MPOCTO KOMMYTaTop?

3aoanue ons camocmosmenvHol pabomul
1. Hacrpouts VLAN-unTepdeiic Ha rocteBoit OC Ubuntu Ha momamaeii [I9BM.

JlaGopaTopHas paborta 4. Vcnonp3oBaHue ceTeBoro aHamm3atopa (cHuddepa) s aHamm3a

TpaduKa JOKAITEHOW BEIYUCIUTEIBHON CETH.

Ihan:
1. OpraHn30BaTbcs B KOMaHAY U3 2-X Y€JIOBEK JIIsI BEITIOJTHEHUS paboTHI,
2. [MomyuanTs y mpemomaBaTens 3aaHWe MO TeHEpaluH-3axBaTa Tpaduka, 3aHECTH €ro B
OTYET;
3. CrutaHupOBaTh BHIMIOJHEHHE PaOOTBI W PACHPEACTUTH OOS3aHHOCTH MEXKIY WICHAMH
IpyHIbL;
4. [Momyunts y mpenogaBatenss 00OpynoBaHHe: 1 MapHpyTH3aTOpa/KOMMYyTaTop (I0JDKHA

ObITh (pyHKIHS port mirroring). Mozaenb 000pyIOBaHHS MOJKET BBIIAaBATHCS IMPETOIaBATEIEM
0e3 ydera MoxeaaHUH 00y4aroIerocs.
5. BeimoHnTE cOpOC HACTPOEK MOTYdEeHHOTO KOMMYyTaTopa/Mapmpyrusaropa (zanee K-M).



6. Ecm pabota BemonHsieTcs Ha ogHo# [I9BM, TO cerMeHT coOupaeTcsi COTJIaCHO ITYHKTY
7, nHaude (ecu Ha JBYX) — COTJIACHO MYHKTY 8.

7. Cnenyet y3uats [P anpec, ycraHoBneHHBIH Ha ceT. uHTEpdetice [IDBM, noaximoueHHon
k kopriopatuBHOii cetr(nanee KC). Cobpats cermenT (puc. 3). Pons XxocTa-kimmeHT 6yner urpath
BupTyanbHas mamuHa (BM), B xocra-cimymarens peanbHas [IOBM. Crexgyer moaximouuTh
nmaTykopaoM cereBoil mHTepderic BM (o6sraHO HeBcTpoeHHbIH) K K-M. Otrmounts KC ot
peambuo#t [I9BM, n ee ocBoboauBIIHiicS nHTEpeic (0OBIYHO BCTPOEHHBIH) MOAKIIIOUNATE K K-
M. KC crnenyer Taxxe MOAKIIOYUT K KOMMYTaTOpYy.

8. CoOpath cermMeHT (puc. 2). XOCT-KJIMEHT JOJDKCH ObITh MOJKIIoUueH K K-M ceTeBbIM
uHTEepdeiicoM, HACTPOCHHBIM Ui coeanHeHust ¢ KopropartuBHoU ceTsio (KC). OO0braHO 3TO
BCcTpoeHHBI wmHTepdeiic. [latukopa, coemmustonwii ¢ KC, B CBOIO odYepeab JODKEH OBITh
mogkmoueH kK K-M. Xocr-coymarens mnonkmodaercs K K-M  cBoMM  TOTOJHUTETHHBIM
nHTepdericoM (0OBIYHO 3TO HEBCTPOCHHBIN UHTEP(EHC).

HOST1 - Knuent HOST2 - Cnywarens

Puc. 3. CermeHt ¢ npociymBaeMbIM XOCTOM.

9. BHuMaHue: mepea MOAKITIOUEHUEM PEKOMEHIYETCS BPEMEHHO OTKIIOYHTH 0T K-M oT
KOPTIOPaTHBHOM CETH, MOCIIe HACTPONUKHN — BO300OHOBUTH MOJIKITIOUCHIC;
10. C xocra-cmymatenss OCYIECTBIsieTCs mofkmoueHne kK K-M  mis  HacTpolku

3epKaJIMpOBaHMUA BXOJsIIero u ucxoxasmero tpaduka mopra C ma mopt F. Ilomkmrouenue
OCYIIECTBICTCS 0€3 YCTaHOBJICHHS JOTIOJIHUTENBHOTO ip ajgpeca (OH YK€ MPHCBOCH) XOCTa.
[Moxxmouenne ocymecTrisiercs ¢ momotrpio [10 putty.

11.  Ha xocre-ciymiaresne HACTPOUTh M 3aIyCTHTh aHanM3aTtop Tpaduka. B oruere ormeTnTh
ucnosb3yeMblil GpuasTp 3axBara (Capture filter);
12. Ha Xxocre-kimeHTa 3alyCTUTh HMMHUTAIMIO Tpaduka. B ordere oTMeTHTH CIIOCOO

UMHUTALUN U yKa3aTh ip apec Ha3HAYCHUs, MOPT U MPUKIATHONW MPOTOKOJ, COOTBETCTBYIOIINE
reHepHupyeMoMy TpapukKy;

13. Ha xocre-ciymarene MpoaHATM3UPOBATH 3aXBAUCHHBIC MAKETHI, YOSAHUTHCS, 4TO BB
MOJKETE€ OOBSCHHUTH MOPSIAOK HMX CIIETOBAHMS, CMBICI THIIOBBIX IIOJICH 3arojioBKa, HEpPapXxuio
3aroJIOBKOB B ITaKETE;

14. B oTdere OTMETHTh YHCIIO 3aXBAYCHHBIX MAKETOB M COOTBETCTBYIOUINE UM IMPHUKIIAIHBIC
MIPOTOKOJIBI (€CTIM TAKOBBIX HET, TO CETEBBIC M TPAHCTIOPTHBIE);

15. Ha xocre-ciymarene COXpaHWUTh 3axBaueHHBbIC MakeTel B (aiinm Qopmara *.pcap Ha
pabouwii cTod;

16.  Jlamee cnemyeT, HE OTKIIOYas COOpPAHHOW YCTaHOBKH, MPHIJIACUTH IMPETIOAaBaTeNsl IJIs
JEMOHCTPALMH | JJa4M OTBETA HA BOIIPOCHI IO TIOBOTY 3aXBaYEHHOTO TpaduKa;

17.  3amurTuTh OTYET Yy MpenojaBaTes.

Jlumepamypa: [4, c. 135-141].

Bonpocuwl k epynnosoui ouckyccuu:



L. Kakum o6pa3om cereBas niara koHKpeTHOH [IDBM B n0KanbHOM ceTH pacno3HaeT KOMY
aIPEeCcOBaH IMaKer?

2. Kakne MeTo1bl MpUMEHSIOT € TEeIbI0 UCKITFOUEHHS BOZMOKHOCTH TMIepeXBaTa COOOMICHHIA
canpepamu?

3. UYro takoe ARP ciypdunr? B uem 3akmrogaeTcs mpHHIAT €ro paboThI?

4. KakoBsl cioco0s1 60ps0b1 ¢ ARP crrydduarom?

3aoanue ons camocmosmenvHol pabomol

1. Vceranosuts 10 Wireshark na qomammsreii IIDBM.
2. OcymectButh 3axBaT DNS-makeToB, MCTOYHUKOM KOTOPBIX SBIICTCS JOMAIITHSIS
II5BM.

JlaGoparopnas paGorta 5. Hacrpoiika mporpaMMHOTO CpeacTBa MOHHTOpHHTA st cOopa
MH(POPMAIIUHU O CETEBBIX YCTPOHUCTBAX.

Inan:
L. OpraHn3oBaTbCcsi B KOMaHAY U3 2-X YEJIOBEK IS BBIIOJHEHHS PaOOTHI;
2. CrutaHupOBaTh BHIMOJHEHHE PA0OTHI M PACHPENEIUTh OOS3aHHOCTH MEXKIY WICHAMU
IpynmnsbL;
3. [MonmyanTs y mpenomaBarens o0opynoBaHue: | MapHIpyTH3aTOpa/KOMMYTATOp (IOJDKHA

ObiTh moanepkka mporokona SNMP). Monens o000pyaoBaHuSI MOXKET  BBIJABATHCA
mperoaBareieM 0e3 ydera moskelaHuid 00yJaromerocs.

4. BEITIOJTHUTE cOpPOC HACTPOECK MOTY4EHHOTO KOMMYTaTtopa/mMapiipyrusaropa (naiee K-M).
5. Cobpats cermeHT (puc. 4).

Host1- ZS Mapipyassap) Host 2 - ZA
KoMMYyTaTOp

Puc. 4. Cermenr certu.
6. Ha xocrax 1 u 2 (mamee ZS m ZA, cootBercTtBeHHO) 3arpyxaercs OC Ubuntu u
OCYIIECTBIIIETCSI HACTPOiiKa ceTeBbIX mHTepdetico. [P aapeca mpucBanBaroTcs Mo ciemyronen
cxeme: 6.6.[Homep komannbl].[Homep [IOBM] macka 16.

7. Hampuwmep, ecnmun Homep komanasl = 33, a Homep [IDBM = 88, 1o ampec Oyner Takum
6.6.33.88/16.

8. Hacrpoiika uaTepdericoB 1omKkHa OBITh COXpaHeHa B (aiiiiax KOH(QUTypaIum.

9. Ha xocre ZS ycranaBnmuBaeTcst AOI. BpEMEHHBIH aJipec U OCYLIECTBISIETCS MOIKIIOUCHHE

k K-M u no6asnenune/mamenenue ero I[P angpeca no-ymomuanuro na [P agpec:

6.6.[HOMEp KOoMaHnbI].250 macka 16.

Hampumep, 6.6.33.250/16.

10.  Ha xocre ZS nom. ip agpec youpaercs. O0s3aTenbHO TPOBEPSETCSA JOCTYIMHOCTD C XOCTa
ZS xoctoB ZA n K-M 110 npruCBOCHHBIM UM ip-ajipecam;

11. Cmexa cermeHTa + ip agpecamys 3aHOCUTCS B OTYET.
12. Crnenyromue Ba mara (st SKOHOMHY BPEMEHH ) MOXKHO BBITIOJHATH [TapauIeIBHO!
13. [Jamee mnpousBomuThecs mnoxakimoueHne W Hactpoiika Ha K-M SNMP-xmmenta. Ilpu

Hactpoiike SNMP nomkabel ObiTh ykazanel (Jms ZYXEL keenetic lite maHHBIH mmar
MPOITyCKaeTcs):

14.  Hasanue SNMP-kombronuTu: stud[Homep komauisl| — (Hampumep, stud33)

15.  Pexwum mocrymna: urenue (read access) KoMbIOHUTH 3aHOCHUTBCS B OTUET.

16.  Jlamee mpoW3BOAMTHCS HAcTpoiika zabbix-agent Ha xocte ZA I ero cBsizu ¢ zabbix-
CEpBEPOM, 3AITYIIIEHOM Ha XOCTe ZS.



17.  Tlocne HacTpoliku kmmeHTOB (Ha Xoctax ZA u K-M) ocymecTisiercss HacTpoiika zabbix-
cepBepa Ha xocte ZS. [l 3TOTO BBIMONHATECS 3aIllyCK Opaysepa M Mepexoj B HEM I0 afpecy:
http://[IP-anpec-xocTa-ZS]/zabbix

18.  Jlamee mpum moGaBmeHnn B 3a00mKc-cepBep XocTta ZA JOJDKHBI OBITH BBITIOJHEHBI
YCIIOBHS:

Wwms xocra: host-[HoMep KomaH/IbI|

I'pynma (xocT H0mKeH OBITH TOJIBKO B 9TOH rpyrie): user-hosts-[HoMep KoMaH/bI |

[a6non: Template Linux

19.  Jlanee npu noGaBneHnn B 3a00uk-cepBep K-M MOKHBI OBITH BHITIOJHEHB! YCIIOBHS :

Nwms xocra: (router - ecit MapipyruszaTop/switch - ecam kommyraTop) -[HOMep KOMaHIIHI]
I'pynma (xocT gomKeH OBITh TOJIBKO B ATOM rpymme): net-devices-[HoMep KOMaHbI |

[a6non: Template SNMPv2 Device, Template Standalone.

[Mpumeuanuel: Ing ZY XEL keenetic lite Tonpko Template Standalone.

[Mpumeuanune2: [na DLINK wucnoms3yiite mabmon mius nporokoda SNMP  Bepcum 1
Template SNMPv1_Device.

20.  ITapameTpbl BHECEHHBIX XOCTOB 3aHOCHUM B OTYET;
21. Co3maem 1 rpaduk s (1o BEIOOPY peTo1aBaTess):
ISt XocTa ZA ISl CIeayIoNnHX SJIEMEHTOB JaHHBIX :

. Processor load

= Free disk space on /

= Free memory

] Incoming traffic on interface ethO

] Outgoing traffic on interface ethO

. st K-M st cneyronux 3J1eMeHTOB JaHHBIX :

] [fOutOctets[X]
] IfInOctets[ X]

] st K-M (zyxel lite) st ciaeqyronmx 3J1eMeHTOB JaHHBIX !
] ICMP ping
22. B oTyere oTpa3uTh cpeqHee 3HaUeHHWE mHapamerpa mo rpaduky. Hamee cnemyer, He

OTKJIFOYasi COOpaHHOW YCTaHOBKHM, MPHUTIACHTH IMPETONaBaTeNs Ul JEMOHCTPAMU M 3aIIUTHI
oTJera.

23.  Jlajee ciemyer 3amycTUTh CKpunt ouucTkH (/etc/zabbix/clean zabbix.sh) — ecmm sto
crnenaHo He Oyzner, To OyaeT HanoxkeH mTpad — 10 Gamos.

Jlumepamypa: 3, c. 404-408].

Bonpocuwl k epynnosoui ouckyccuu:

KakoBbI TUTIOCHI UCTIONB30BaHMs 3a0MKc-arenTa nepen SNMP aist MmoruTopuHTra Xocrta?
Uepes kakoii mopT padotaet cepsep SNMP?

Ha xakom yposue monenu BOC geiictyer SNMP?

Kakoii mpoTokos TpaHCHOPTHOTO ypOBHS Ucnonb3zyeT SNMP?

Kakast monb3a ot ucnons3osannu MIB npu monutopunre yepe3 SNMP?

Yem 3a00MKC-XOCT OTIIMIACTCS OT 3a00nKc-11admoHa?

Mosxuo 1 uepe3 SNMP ynpapnsiTe yCTpOHCTBOM, a HE TOJIKO YATATh €T0 MapameTphi?
Kakast cBs13b B crcTeMe 3a00MKC MEXKIY XOCTOM, 3JIEMCHTOM, TPUTEPOM U COOBITHEM?

S A

3aoanue ons camocmosimenvHoll pabomol

L. VYcranosure 10 Zabbix nHa rocreBoit OC Ubuntu, pa3BepHyTOH B BHPTYaJbHOM
OKpyXeHuu Ha gomarrHei [[9BM.

2. Vceranosuth Zabbix-arenra Ha ocHoBHOM OC Ha gomamHei [IDBM.

3. OcCymiecTBUTh TMOAKIIOYCHHE W COOp CTAaTUCTHKH C YCTAaHOBJIEHHOTO areHTa C

moMoIbpio zabbix-cepBepa.



JlaGoparopHas pabora 6. [IporpammHbIe CpencTBa oOecnedeHHss TEXHHYECKOH 0e30macHOCTH
JIBC.

Inan:
L. VY3Hate y npenoaaBareis O TOM, BBIIIOJHATH JIM padOTy B KOMaH/1€ WIH MEPCOHAIBHO.
2. CrutaHupOBaTh BHIMOJHEHHE PA0OTHI M PACHPENEIUTh OOS3aHHOCTH MEKIY WICHAMU
IpynmnsbL;
3. [Momyants y mpemomaBatenss oOopymgoBaHue (mpu HeoOxomumocTw). Moxaenb
000pynOBaHHS MOKET BBIIaBaThCs MIPETIoIaBaTeieM 0e3 yueTa MmoXKelIaHui 00ydaromerocs.
4. BeimoHuTe cOpOC HACTPOEK MONYdEHHOTO KOMMYyTaTtopa/mapmpyruzatopa (mamee K-
M).
5. B cnyuae:

a) KOMaHJHOTO BBITIOJIHEHUS - cCOOpaTh cerMeHt (puc. 5);

MapwpyTrnaaTop/
KOMMYTaTOD

Host 1
bpaHgmaysp

Host 2
CKaHep

Puc. 5. CermeHT cetn.
0) MepCOHANBHOTO BBINOJHEHHUS — NPOMYCTUTH 3TOT war. Pons xocra 1 Oyger urparthb
BupryanbHas MammHa (BM) ¢ OC Ubuntu, pons 2-ro xocra peansHas [I9BM, Ha KoTOpOIi
3anymeHa (BM).
6. Ha xocrax 1 u 2 (B ciiydae nmepcOHaIbHOTO BBHIMOJHEHUS TOJIBKO Ha 1-OM XocTe, Ha 2-M
XocTe Oyaer yke 3amaH ip-aapec Buga 7.7.xxx.xxx/16) 3arpyxkaercs OC Ubuntu wu
OCYIIECTBIIICTCS. HACTPOiiKa ceTeBbIX nHTepdericoB. IP agpeca mpucBanBaroTCs 1Mo CieAyrONIIeH
cxeme: 7.7.[Homep xomaunasi|.[Homep [IOBM] macka 16.
Hanpumep, ecim HOomep komanasl = 33, a Homep [IOBM = 88, to agpec Oymer Takum
7.7.33.88/16.
Hacrpoiika naTepdericoB qomKHa OBITH COXpaHeHa B (aiiiax KOHPHUTYp aruu.

7. OO0s13aTeibHO  TIPOBEPSIETCS.  JOCTYIMHOCTh HAIWYUE CBSI3U  MEXKAY XOCTaMH IO
MIPUCBOCHHBIM UM ip-ajpecam;

8. Cmexa cermeHTa + ip ampecaliyisi 3aHOCHTCS B OTYET.

9. [IpoBecTn ckaHmpoBaHWEe TOPTOB 1 XOcCTa, 3amycTHB CKaHep co 2-To xocra. Onmun
CKaHHPOBaHUS TMOJ00PATh CaMOCTOSTEIFHO TaKMM 00pa3oM, YTOOBI MOJYYUTh HAaUOOJBIIYIO
uHpopmanuio o xocre 1 (MHHAMYM — CIMCOK HOMEPOB OTKPBITBIX MOPTOB). Pe3ympTarsr

CKaHWPOBAaHUH JIOJDKHBI OBITH cCOXpaHeHHI B (aitnsl B manke (Ubuntu — manka /home/user/nmap,
Windows — manka D:\working\nmap )

Onuuu ckaHUPOBaHUS + UX ONMCAHKE, a TAKKE TOJTYICHHBIE JAHHBIE O XOCTe | 3aHECTH B OTYET.
10. HactrpouTs nopsnok GuabTpanuu Ha 2M XOCTE B COOTBETCTBUU C OJTHUM U3 CIICAYIOIIHX
CLICHapUEB €r0 MCIIOJIb30BaHus (110 BEIOOpY MpEenoaaBares):

- xocT 2 ato myonmmunsnii FTP cepsep;

- XOCT 2 9TO cepBep MOHUTOpUHTA Zabbix s kopriopatuBHoii cetn 7.7.0.0/16;

- xocT 2 910 Proxy HTTP u DNS Cepsep anst kopniopatusHoit cetu 7.7.0.0/16;

- xocT 2 310 cepBep Bl MYSQL ais kopriopatusHoii cetu 7.7.0.0/16;

- XOCT 2 9TO cepBep meuaTu s KoproparuBHoi cetu 7.7.0.0/16;

- Ha XOCTE 2 PacIIoIOKEH MyOIMYHBIN CaliT KOMITaHHH;

- XOCT 2 MapmpyTu3aTop, COCAMHSIONIMK BHYTPEHHIOIO ceTh kommanuu 7.7.0.0/16 ¢
BHEIITHEH;

- xocT 2 310 DNS Cepsep aist koprnoparusHoit cetu 7.7.0.0/16.

11.  Ha3BaHme cueHapus, a TaKXKe HCIIOJB3YeMble NpPaBWiIa ¢ KOMMEHTApUSAMH 3aHECTU B
OTYET.




12.  TlpoBecTn CKaHHMpPOBaHHME XOCTa 2, OTpaKkarollee [EHCTBHE HA3HAUYEHHBIX MPABUIL.
Pesynbrarel coxpanuTs B aitn — result.txt.

13. B oTdere OTMETUTH Kakue MOPTHI OBUTM 3aKPBITHI MO CPAaBHEHUIO C TPCABLAYIINM
CKaHUPOBAHUEM.
14. [Ipurnacute npenoaaBaTens AJisl 3alUTHl OTYETA.

15.  Jlamee ciemyeT 3amycTuTh CKpUNT OYUCTKH (/etc/iptables/clean.sh) — ecmu 3T0 cmenano
He Oyzer, To OyneT HanoxeH mTpad — 10 Gamos.
Jlumepamypa: [4, c. 148-154].

Bonpocuwl k epynnosoui ouckyccuu:

1. Uem ormmaarorcss NULL, Xmas ckanupoBanue?

2. [Touemy ckanupoBanue SYN cunrtaeTcs HanOosee OBICTPHIM?

3. Kak npu ckaHnpoBaHUM ONPENENsieTCs] BEpCus CepBHCa, 3allyIEHHOTO Ha OPTY?

4. Kakoe ckanuposanue n nouemy npoucxogut posubtie TCP umn UDP nopros?

5. Yem ormmuaercs statefull ot stateless 6panamayspa?

6. Jnst yero Hy)kHa (QYHKIHMSA TPAHCISIUH (nat-upoBaHus) aapecoB Ha OpaHaMayspe?

7. Jnst gero ucnonb3yetcs ¢pyakuuu Port Forwarding Ha Opanamayspe?

3aoanue ons camocmosimenvHoli pabomoi

L. VYcranosuts I10 [Ptables Ha rocteBoit OC Ubuntu, pa3BepHyTOii B BUPTYaJbHOM
OKpyXeHuu Ha gomarrHei [[9BM.

2. OcymectButh HacTpo#Ky noacuera nakeroB ICMP, npumenmmx ¢ ocHoBHO# OC.

3. VYoenutbcsi B MpaBWIbHOM pabOTe HACTPOCHHOTO CUYETYHKA TAKETOB IYTEM WHUITHALUN

OTIIPAaBKH MAKETOB M MPOBEPKE UX ydeTa B xKypHaJIbHOM Qaiine (log-daiine) na rocreBoit OC.



